SWE5460 Summer 2008 Midterm Exam – Due June 22

Open book, open resource (e.g., internet)

I certify that the following work is my own, and I have not received assistance from any other person.

Name__Eric W. Worden__________________________________________________
1. Research question (30%)

Compare and contrast the security of the (latest version) Windows (Vista) operating system and the MAC OS (X) operating system.  Give a detailed analysis of the protection each operating system offers for shared resource processes.

Some websites that may prove useful are:

http://www.sans.org/top20/
http://images.apple.com/macosx/pdf/Mac_OS_X_Security_TB.pdf
http://news.softpedia.com/news/Windows-Vista-More-Secure-than-Mac-OS-X-49487.shtml
http://searchsecurity.techtarget.com/columnItem/0,294698,sid14_gci1094384,00.html
http://www.zdnet.com.au/news/security/soa/Mac-community-must-wake-up-to-security/0,130061744,139210762,00.htm
I went to the sites above and did quite a bit of research on my own regarding this topic.  What I found was what I would term as a religious debate and a lot of dogma regarding Vista vs. OS X security and vulnerabilities.  From the Apple Mac point of view, here are a couple examples of a point by point refuting of the Mac OS X vulnerability analysis:

http://www.roughlydrafted.com/2007/12/21/vista-vs-mac-os-x-security-why-george-ous-zdnet-vulnerability-numerology-is-absurd/
http://dum.rd.macnn.com/2007/08/24/zdnets-george-ou-exposed-as-ignorant-microsoft-shill-zoon/
Then on the Vista side you can review similar articles and papers like this one attached and the other links above:

[image: image1.emf]
However, at the end of article in Appendix A, there’s clearly a disclaimer:

“So, this is not an analysis of “the security” of these operating systems. I don’t look at protective mechanisms and see how they might protect in certain scenarios, or mitigate risk. Nor do I look at security features and see how they might enable better privacy or help secure business process. And I certainly don’t look at how easy it is to manage the security policy for these products. 

Is there anything in this analysis which will prove one piece of software is “more secure” than another? No, not really. 

This report is a vulnerability analysis, which may provide some elements that could be part of a broader security analysis. I fundamentally believe that security and non-security features need to be built upon a foundation of good engineering and solid security quality if they are to perform as we expect and not be misused to the detriment of security.”

Secondly, Jeffrey Jones works for Microsoft, so one has to analyze things with a critical mind because there could be some bias and chest pounding with regard to Windows Vista.  If you look closely at the data in the Summary table on page 14, you can see that Vista and OS X 10.5 had 6 security advisories and Vista had 2 patch events while OS X 10.5 had 5 in the scorecard from 1/2008 to 3/2008.  I would say that they’re comparable because I don’t know what’s included in the patch events.  The fact that they both had 6 security advisories is on par with each other.  

Mac OS X 10.5 had 83 vulnerabilities, but what does that mean?  In contrast, Vista was distributed to beta users and MSDN users prior to final release.  Were vulnerabilities identified then and corrected prior to release?  Are we making an apples to apples comparison since OS X is open source and based on Unix?  
From a realistic perspective, hackers have exploited the vulnerabilities of Windows XP by the thousands in the form of viruses, worms, malware, bots, covert channels and the like.  I think there has been an arrogance on the part of the Unix and Apple Mac communities because of this and it’s time for them to wake up.  Plus Mac OS X is the latest fad in the avenue and there does seem to be a “techie” snob effect.  As one author suggested, hackers will go to where the vulnerabilities are, which makes logical sense.  I’m not an advocate of either OS, however, when things get this dogmatic I start to feel there aren’t too many differences and it’s a “mine is better than yours” debate.  My feeling on this is that it’s better to be versed in both OS’s rather than taking a stand on one side or the other.  It’s better to have a large toolkit rather than be opinionated and that’s why I can work on HP-UX, Solaris, RedHat – CentOS, Ubuntu and Windows.
Given this dogmatic debate, I’ll focus on the question at hand and how Vista and OS X implement security features.  Rather than focusing on the press releases from the 2 companies I’ll try to get independent-objective information.  An introduction and description is below:
Vista
Per Symantec, the Vista security technology model is as follows:
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These technologies can be broken down into three core categories:

• Generic exploit mitigation

• Kernel integrity

• System integrity and user-mode defenses

Generic exploit mitigation

This category of mitigation is designed to prevent attackers from successfully exploiting applications that contain specific classes of code-level vulnerabilities. The technologies employed here fall into two key categories: developer-controlled and operating system improvements. When combined, these techniques successfully inhibit the exploitation of memory corruption and memory manipulation vulnerabilities. This includes the following common classes of software flaws:

• Stack buffer overflow vulnerabilities

• Stack function pointer overwrites

• Structured exception handler overwrites

• Heap overflow and structure manipulation

The technologies introduced in Windows Vista are very effective at protecting the core Windows operating system as well as Microsoft compiled applications. They serve to make the exploitation of traditional vulnerabilities infeasible, including those leveraged by well-known widespread worms observed earlier this decade. As a result, the overall impact of some code-level flaws, even when introduced by a Microsoft software engineer, is greatly diminished.

Kernel integrity

The kernel is the core component of any modern operating system. It is the central building block upon which the security of the system is built. Should the kernel be compromised or subverted in any way, then the underlying foundation can no longer be trusted. Kernel integrity and security have become a hot topic in recent years due to the aggressive evolution of rootkit technologies. These technologies are used by attackers and threats to hide their presence while also providing potential backdoors into the system. In addition the evolution of Digital Rights Management (DRM) provides another, arguably even stronger incentive for securing the kernel to avoid the unauthorized interception of audio and video content. For this reason Microsoft has invested heavily in technologies that can help improve the reliability and security of the Windows Vista kernel. The three technologies employed by Microsoft to improve kernel security are:

• Driver signing

• Code Integrity

• PatchGuard

System integrity and user-mode defenses

Microsoft’s system integrity and user-mode defenses are numerous, and their purpose is clear. Microsoft’s strategy is to run software with the minimum set of privileges required and, where possible, to run applications in a compartmentalized environment. This approach is further strengthened by reliance on signing to provide assurances about the identity of the publisher of software. Such assurances allow the user to make informed decisions about running an application and allowing it to perform actions on the host when prompted.  The goal of these technologies is to encourage users to run programs at a reduced privilege rather than running everything as Administrator, forcing them to consider the consequences of their actions. In addition, these technologies seek to reduce the ability of malicious code to automatically compromise the entire system.
Summary

Despite these protection mechanisms, Symantec found several problems, which are in the attached document in sources.  Symantec predicts that the new security features in Windows Vista will result in fewer instances of widespread worms that target core Windows operating system vulnerabilities. This class of worm was largely responsible for the majority of high-profile outbreaks in the early part of this century. We expect that worms will continue to thrive; however, their method of propagation will change. This trend has already been observed since the release of Windows XP SP2 and is expected to continue.  Symantec does not believe that Windows Vista security improvements will stifle other classes of malicious code that have historically targeted the Windows operating system.  And as always there’s NSB! (and this is relevant to Mac OS X as well).
No Silver Bullet

Per Symantec, Microsoft Windows Vista in and of itself is not a security solution; rather it is a more secure version of Microsoft Windows. Symantec continues to see the user as the weakest link, as social engineering attacks become more elaborate in order to undermine the security technologies within Windows Vista. Symantec also predicts that that the greatest exposure to risk will come from third-party software, which is less likely to employ all the security features available—at least in the short to medium term.

While Microsoft has invested heavily in multiple technologies to mitigate the effect of memory corruption and memory manipulation vulnerabilities, Symantec anticipates the discovery of new techniques for successful exploitation. However these new techniques will not be generic; instead, they will be environment-, configuration-, and vulnerability-specific.

In summary, both enterprises and consumers will continue to face threats that Windows Vista and its built-in security features cannot protect against. This is, in part, due to the slow pace at which operating systems can evolve in relation to today’s ever-changing threat landscape.

Sources:
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Mac OS X
Security in Mac OS X follows this structure:

• Secure default settings. When you take your Mac out of the box, it is configured to be

secure on the Internet, so you don’t have to be a security expert to set up your system.

• Modern security architecture. Mac OS X includes state-of-the-art, standards-based technologies that enable Apple and third-party developers to build secure software for the Mac. These technologies support all aspects of system, data, and networking security required by today’s applications.

• Innovative security applications. Mac OS X includes features that take the worry out of using a computer. FileVault protects your documents using strong encryption, an integrated VPN client gives you secure access to networks over the Internet, and a powerful firewall secures your home network.

• Open source foundation. Using open source methodology makes Mac OS X a more robust, secure operating system, as its core components have been subjected to peer review for decades. Problems can be immediately identified and fixed by Apple and the larger open source community.

• Rapid response. Because the security of your system is so important, Apple responds

rapidly to provide patches and updates. Apple works with worldwide partners, including

the Computer Emergency Response Team (CERT), to notify users of potential threats.

Should vulnerabilities be discovered, the built-in Software Update tool automatically

notifies users of security updates, which are made available for easy download and installation.

Secure Default Settings include:
· Secured ports.

· Safe attachment handling. 

· Safe-download validation.

· New-applications warning.

· User permissions model (similar to Vista where the user is the least privileged):

· User. The user account is the least privileged account in the Mac OS X system.
· Admin. Mac OS X establishes an admin user account when the system is first installed. The admin user can perform most of the operations normally associated with the root user.
· Root.  Mac OS X defines a superuser, named root, who has full permissions for access to all files on the system. That is, root can execute any file that has any of its execute permissions turned on, and can access, read, modify, or delete any file and any directory. Unlike traditional UNIX systems, Mac OS X disables this powerful account by default. This approach prevents viruses or unauthorized users from making harmful changes to the operating system.

· Safe mail attachment handling.

Modern Security Architecture

Mac OS X security services are built on the Common Data Security Architecture (CDSA), with support for cryptography, certificate management, trust policy management, and key recovery. This layered security infrastructure makes it easy for Apple and Mac OS X developers to integrate leading-edge security features, such as authentication and encryption, into their applications.  The OS X security architecture is in the following graphic:

[image: image5.emf]
As part of OS X’s architecture, Apple has added the following technologies to OS X:
Standards-based authentication

• Kerberos for secure single sign-on authentication to network resources

• Directory authentication using any LDAPv3 service or Active Directory

• L2TP or PPTP for accessing virtual privatenetworks (VPNs)

• NTLMv2 support for increased compatibility with Microsoft technology

Confidentiality of data

• Protection of home directory data using FileVault with 128-bit AES encryption

• Highly secure data portability with strong encryption of disk images

• Keychain for securely storing personal passwords, digital certificates, and notes

• Support for multiple users with discrete passwords and home directories on a single computer 
Secure network communications

• SSL and TLS for secure, encrypted transport of information

• Encrypted WebDAV via SSL
• S/MIME for signing and encrypting email

Networking security standards

• Built-in 802.1X client for port-based authentication on wireless networks

• SSH for secure remote access to the command line

• Integrated internal firewall based on IPFW

Source:
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Comparison of the Security Approaches and Shared Resource Process Protection with Vista vs. OS X

Mac OS X has implemented a large number of security measures from the above section.  Although not specifically discussed in the Vista section, MS Vista has similar features.  For example, Vista has data encryption like OS X as well as secure network communication, authentication and network security standards.  These can be seen in the Vista security diagram and in the Vista section and in the attached Vista documents.  Additionally, Mac OS X has the Rapid Response program and Vista has the Security Development Lifecycle (SDL) and the Microsoft Security Response Center (MSRC).  From these standpoints Vista and OS X appear on par.

Where Vista and OS X differ:

From what I’ve been able to research, it looks like MS Vista has added additional process protection mechanisms.  In addition to user isolation, Vista has implemented System Process Separation.  From what I can determine, Mac OS X still relies on the Unix permission and access controls (http://developer.apple.com/internet/security/securityintro.html) for shared process protection.  This is not good because once you get root access on a Unix box you have control.  There have been recent vulnerabilities with OS X with regard to this:  http://it.slashdot.org/article.pl?sid=08/06/18/1919224.  And a hacker was able to get to the root user within approx. 30 minutes:  http://www.zdnet.com.au/news/security/soa/Mac-OS-X-hacked-under-30-minutes/0,130061744,139241748,00.htm.

Vista’s additional process protections include:
· Generic exploit mitigation – address layout randomization, pointer obfuscation, secure heap management, etc.

· Restricted services and service hardening

· Windows Resource Protection

· Code Integrity and Code Signing
· Mandatory Integrity Control

· Protected Processes

· Driver Signing

· Kernel patch protection - Patch Guard, etc.

It looks like MS Vista has approached security from a process level and from the ground up.  Vista also has secure virtual memory, which Mac OS X also has.  Vista’s security model is better from a process standpoint, and rightly so because Microsoft XP has had the most security breaches with respect to worms, viruses, malware and the like.  Microsoft needed a new approach.  However, Symantec points out that this will postpone the inevitable and that hackers will find a way to exploit Vista.
My take away from this is that Mac OS X users can’t sit by with their “heads buried in the sand” anymore because OS X has some serious vulnerabilities.   And, their security model still focuses on Unix access control and file permissions.  Once the Unix “root” account is obtained all of the security features in OS X are worthless (http://blogs.zdnet.com/security/?p=1301) .  These are facts that can’t be refuted by dogmatic debates.
In summary, it appears that MS Vista has a better security model with respect to shared process protection.  Mac OS X has fixed the exploited vulnerabilities that lead to the security breaches but it needs to add more shared process protection mechanisms.  Once you obtain “root” it’s all over.  It’s time for Mac OS X users to “wake up”!  http://www.zdnet.com.au/news/security/soa/Mac-community-must-wake-up-to-security/0,130061744,139210762,00.htm  
While it’s true that Apple Mac OS X only has approx. 7% share of the OS market (http://arstechnica.com/journals/apple.ars/2008/03/02/mac-os-x-market-share-dips-in-february-08), OS X can’t be complacent anymore.  My feeling is that hackers will go after the biggest bang for the buck and that would be the most dominant player – Microsoft Vista.  In this way they can wreak the most havoc if successful.  Given that OS X has a small fraction of the OS market, it probably won’t be affected by hackers to the degree that MS Vista will, but Apple still must address OS X’s vulnerabilities and create a better shared process protection technique.
Note:  I didn’t include EAL Common Criteria Certification because MS Vista is in the evaluation process and I’m not sure if OS X has started the evaluation process.  It didn’t seem to be of particular relevance at this time.

2. (20%) Write at least 5 detailed guidelines for an organizational publication designed to assist programmers in developing programs with built-in security.  Cite at least 3 references.

These are broad corporate or organization guidelines since specific technologies and applications aren’t known for this assignment.
Training

It is paramount that security training be part of developing programs with built-in security.  Programmers must be given training on security awareness and defense-in-depth.  If programmers do not have an understanding of security they will not be able to understand the threats to application security and how to mitigate them.  Security is more than strong password designation or encryption.  In general, programmers must given training on the portion of the application in which they’ll be developing modules.  If the application is going to written in Java, programmers must receive Java Security Training (Lockheed Martin STS does this presently).  More specifically, programmers should receive training on encryption, penetration testing, strong passwords and secure configuration management depending on their specific development role(s).  Security starts with awareness, training and education.  This idea came from here http://www.sans-ssi.org/pdf.php?id=247&type=re&c=80c9dec08d4b581d738caceb89082798 .
Employ the Principle of Least Privilege

Programmers should always start with the principle of least privilege or the policy of “need to know”.  The principle of least privilege says that any given privilege should be granted to the least amount of code necessary, for the least amount of time necessary. In other words, at any given time, try to erect as many walls around your code as possible. When something bad happens—as Murphy's Law guarantees it will—you'll be glad these walls were in place. So here are some concrete ideas for running code with the least privilege possible.

Choose a security context for your server code that grants access only to the resources it needs to get its work done. If certain parts of your code require significantly higher privileges, consider factoring the code out and running just that code with the higher privileges. For example, to safely separate code that runs with different operating system credentials, run this code in a separate process that runs in a more privileged security context.  (http://msdn.microsoft.com/en-us/magazine/cc188938.aspx and the Pfleeger text).
Security Should Be Part of the Software Development Lifecycle (SDLC)

Security should be placed into SDLC from the beginning.  http://www.sans-ssi.org/pdf.php?id=342&type=re&c=80c9dec08d4b581d738caceb89082798
As part of the SDLC, good object-oriented software design helps security.  Programmers should implement the following within the SDLC:

Modularity, Encapsulation, and Information Hiding

Code usually has a long shelf-life and is enhanced over time as needs change and faults are found and fixed. For this reason, a key principle of software engineering is to create a design or code in small, self-contained units, called components or modules; when a system is written this way, we say that it is modular. Modularity offers advantages for program development in general and security in particular.  As a guideline, programmers should try to loosely couple objects and modules.

If a component is isolated from the effects of other components, then it is easier to trace a problem to the fault that caused it and to limit the damage the fault causes. It is also easier to maintain the system, since changes to an isolated component do not affect other components. And it is easier to see where vulnerabilities may lie if the component is isolated. We call this isolation encapsulation.

Information hiding is another characteristic of modular software. When information is hidden, each component hides its precise implementation or some other design decision from the others. Thus, when a change is needed, the overall design can remain intact while only the necessary changes are made to particular components. (Pfleeger text).

Penetration Testing

A testing strategy often used in computer security is called penetration testing, tiger team analysis, or ethical hacking. In this approach, a team of experts in the use and design of operating systems tries to crack the system being tested.  The tiger team knows well the typical vulnerabilities in operating systems and computing systems, as described in previous sections and chapters. With this knowledge, the team attempts to identify and exploit the system's particular vulnerabilities. The work of penetration testers closely resembles what an actual attacker might do.  (Pfleeger text).

Formal Verification

The most rigorous method of analyzing security is through formal verification.  Formal verification uses rules of mathematical logic to demonstrate that a system has certain security properties. In formal verification, the operating system is modeled and the operating system principles are described as assertions. The collection of models and assertions is viewed as a theorem, which is then proven. The theorem asserts that the operating system is correct. That is, formal verification confirms that the operating system provides the security features it should and nothing else (Pfleeger text).

Configuration Management

Configuration management is the process by which we control changes during development and maintenance, and it offers several advantages in security. In particular, configuration management scrutinizes new and changed code to ensure, among other things, that security flaws have not been inserted, intentionally or accidentally.

Four activities are involved in configuration management:

1. configuration identification

2. configuration control and change management

3. configuration auditing

4. status accounting

Strong Passwords and Password Length

When developing applications with built-in security, programmers should use strong passwords and a password of at least 8 characters.  A "strong" password is one of sufficient complexity and length (minimum eight characters) so it can not be easily guessed or cracked.  Strong passwords should include a combination of upper- and lower-case letters, symbols and numbers.  Examples include “Ihave1dognamedChrissy" or "My$onis6".  With a password of a minimum of 8 characters and using letters, digits and special characters, passwords would have the complexity of 5.59E+16 possible permutations.  This would make passwords almost very strong and very difficult to crack.  (Sources:  Lockheed Martin Corp. Guidelines and course topic on passwords).
Use Encryption Where Feasible

Programmers should use encryption where feasible.  Encryption is the process of encoding a message so that its meaning is not obvious; decryption is the reverse process, transforming an encrypted message back into its normal, original form. Alternatively, the terms encode and decode or encipher and decipher are used instead of encrypt and decrypt.  To encode, encrypt, or encipher the original message to hide its meaning. Then, we decode, decrypt, or decipher it to reveal the original message. A system for encryption and decryption is called a cryptosystem.  At the OS level, programmers should use SSH and similar technologies.  When sending information, developers should use HTTPS, SSL and related methods.  In addition to strong passwords and password length, passwords should be encrypted within applications and databases.  Where feasible and applicable, application and database data should be encrypted to prevent a successful attack from reaching sensitive application data.  (Pfleeger text).
Interesting guidelines from Yahoo for protecting your application, which has some really good practices:

Protect Your Application (from Yahoo.com)
Most of the cases of user data making its way into the wrong hands stems from application bugs or security holes. Here are some basic guidelines for building safe internet applications:

· Never store passwords in clear text. Instead, use a hashing algorithm such as MD5 or SHA-256 to create a signature of the user's password for storage. To authenticate the user, simply apply the same algorithm to the password received from your login page and compare with what you have stored.

· If you use cookies to identify your users, do not simply store the username in the cookie and rely on that alone to authenticate the request. This is too easy for a hacker to guess or forge. Instead, generate a unique signature for the user based on the login and password and store that in the cookie.

· Carefully check any parameters you pass to SQL statements in your application. Untreated user input can easily be hijacked to clear out your database. PHP has a function called mysql_real_escape_string() that will prevent most attacks of this type. 

· Purge unused/unnecessary user data from your system regularly. This limits the damage that could be done if an attacker gains control of your system.

There are many more that I could add.  Since we’re limited to 5, it seemed that these were the most relevant from a top-down approach and from a least to more complex approach.  Lastly, SANS has a lot of information on application security policies and policy templates:

http://www.sans-ssi.org/research_library/whitepapers/application/
http://www.sans.org/resources/policies/#template
3. (15%) Define and give an example of defense in depth.

“Defense in Depth” is coined from the military in which a multi-pronged defense is employed to delay an attacker and hopefully force the attack to run out of steam.  This strategy has been applied to computer security where a multi-layered computer defense approach is placed throughout the IT infrastructure.  Defense in Depth applied to computer security addresses security vulnerabilities in personnel, technology and operations for the duration of the system's lifecycle (source Wikepedia).  Examples of a layered Defense in Depth would include the use of encryption, HW and SW security, access control – strong passwords, human controls, firewalls, policies, network intrusion detection systems, content filtering and the like.

Other examples would include the use of these in a layered approach and would be considered Defense in Depth (source Wikipedia): 

Physical Security (e.g. dead bolt locks) and electronic-RFID badge access.

Authentication and password security 

Antivirus software 

Firewalls (hardware or software) 

DMZ (Demilitarized zones) 

IDS (Intrusion Detection Software) 

Packet filters 

Routers and Switches 

Proxy servers 

VPN (Virtual private networks) 

Logging and Auditing 

Biometrics 

Timed access control

In addition, MS Windows Vista has gone further in implementing Defense-in-Depth down to the hardware level with NX and ASLR:

NX

A way to reduce the impact of such vulnerabilities is through the use of no-execute (NX) technologies at the hardware level. NX enables software to mark sections of the computer’s memory as being exclusively for data, so the processor will prevent applications and services from executing any code there.

ASLR

Address Space Layout Randomization (ASLR) is another defense capability in Windows Vista that makes it harder for malicious code to exploit a system function. ASLR randomly assigns executable images, such as DLLs and EXEs, to one of 256 possible locations in memory. This makes it harder for malicious code to locate and take advantage of functionality inside the executables.

4. (35%) Password calculation question

a. If passwords are 6 characters in length with three upper case characters (A-Z)  and three numeric digits (0-9), with any character or digit in any position (1-6), how many possible passwords can be created. (Note: The same digits and characters may be used multiple times)

Assuming “C” is an upper case character and “D” is a digit we can come up with possible combinations such as:

CDCDCD
CCCDDD
DCDCDC, and the like

So to answer this problem we would set it up like the number of possible permutations.  For the first example it would be:

26*10*26*10*26*10 (the other examples would follow the same format)

by grouping we get:

(26)3 * (10)3 = 17,576,000 possible passwords can be created based on this policy

b. Assume you can test passwords at the rate of 1000 per second using brute force.

How many days will it take to test all possible combinations? (Note: 86,400 seconds per day). Assume that the hacker knows that three characters and three digits will be used in any combination of positions, so that the attack does not have to use all characters and digits in any possible position.

Assuming a brute force attack and assuming that the hacker knows that there are three characters and three digits that can be used in any combination of positions (total of 6 positions), so that he/she does not have to use all characters and digits in any possible position – the attacker then knows there are only 17,576,000 possible passwords in any combination of 3 characters plus 3 digits.  The attacker can try all the permutations via brute force.

1000 passwords/second

86,400 second/day

86,400,000 passwords tested/day

17,576,000 passwords/ 86,400,000 passwords per day = 0.20343 days = 4.88 hours = 17,576 seconds

c. If an additional two characters (A-Z) are added to the password length, recalculate the attack time now required and compare it to the 6-character password.

With the addition of the 2 characters, the possible passwords will be: 

(26)5 * (10)3 = 11,881,376,000 possible passwords can be created based on this policy

Much better…  Let’s see the attack time.

1000 passwords/second

86,400 second/day

86,400,000 passwords tested/day

11,881,376,000 passwords/ 86,400,000 passwords per day = about 137 and half days.
d. How long would the password have to be to ensure that the code could not be 

cracked in less than 120 years?

120 * 365 = 43,800 days

1000 passwords/second

86,400 second/day

86,400,000 passwords tested/day
43,800 days * 86,400,000 = 3,784,320,000,000 required total password permutations
Assuming from the examples above that the digits stay at 3 so there are (10)3 or 1000 possible digit permutations, then:

3,784,320,000,000 / 1000 = 3,784,320,000 required character permutations, then:

We need to find the nth root of 3,784,320,000 that yields 26:

The closest root would between 6 and 7.  Given that we can’t have a fraction of a character and 6 was too small we should go with (26)7 .  So let’s check it…
(26)7 * (10)3 = 8,031,810,176,000 is > than 3,784,320,000,000, but

(26)6 * (10)3 = 308,915,776,000 and is much less than 3,784,320,000,000.

So we know that by adding an additional two characters (A-Z) to (c) above would give us (26)7 * (10)3 = 8,031,810,176,000.  The password length would need to have a length of 10 with 7 characters (A-Z) in any position and 3 digits (0-9) in any position to ensure that it could not be cracked in less than 120 years.  In fact, we’ve ensured that it can’t be cracked within ~254.7 years:
8,031,810,176,000 passwords/ 86,400,000 passwords per day = 92960.77 days
92960.76 days / 365 days in year = ~254.7 years
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Security Implications of Microsoft Windows Vista

Introduction

Windows Vista is the result of over four years of work and the investment of many billions of dollars. It is
billed as the most secure version yet of the Microsoft Windows® operating system. This paper discusses not
only the security technologies employed by Microsoft that justify this accolade but also how, in combination,
these technologies mitigate specific classes of threats. This paper presents a high-level summary of
Symantec’s research findings into the security of Windows Vista, and a set of conclusions that discuss the
exposure that remains even in the face of its new security technologies. The intent of this paper is not to
detract from the improvements that Microsoft has made, but rather to provide an objective and balanced
view of how Windows Vista will affect the overall threat landscape.

Symantec started researching Windows Vista in 2005 and has monitored its development carefully. The
goal of this research has been to understand the technology improvements being made by Microsoft and
also to understand the threats facing the new operating system and, in turn, Symantec’s customers.

Security technologies in Windows Vista

With the introduction of Windows Vista, Microsoft has leveraged a number of security technologies in
order to mitigate several classes of attack that have historically plagued the Windows operating system.
These technologies are numerous, and are best depicted visually (see Figure 1).
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Figure 1. A depiction of Windows Vista security technologies

These technologies can be broken down into three core categories:

e Generic exploit mitigation
e Kernel integrity
o System integrity and user-mode defenses
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Generic exploit mitigation

This category of mitigation is designed to prevent attackers from successfully exploiting applications that
contain specific classes of code-level vulnerabilities. The technologies employed here fall into two key
categories: developer-controlled and operating system improvements. When combined, these techniques
successfully inhibit the exploitation of memory corruption and memory manipulation vulnerabilities. This
includes the following common classes of software flaws:

» Stack buffer overflow vulnerabilities

¢ Stack function pointer overwrites

e Structured exception handler overwrites

¢ Heap overflow and structure manipulation

The technologies introduced in Windows Vista are very effective at protecting the core Windows operating
system as well as Microsoft compiled applications. They serve to make the exploitation of traditional
vulnerabilities infeasible, including those leveraged by well-known widespread worms observed earlier
this decade. As a result, the overall impact of some code-level flaws, even when introduced by a Microsoft
software engineer, is greatly diminished.

Developer-controlled technologies

Developer-controlled technologies can be leveraged by software engineers in order to make their applications
more robust. These technologies can be incorporated either through the enabling of compiler options or
through the introduction of explicit code changes.

The technologies that fall into this category are:

e Pointer obfuscation

*« GS

» Safe Structured Exception Handlers (SafeSEH)
» Address Space Layout Randomization (ASLR)
¢ Terminate on Heap Corruption

Analysis of developer-controlled technologies

One barrier to the success of these technologies is the requirement for third-party software vendors to
explicitly leverage them. Software engineers must utilize the latest version of Microsoft’s development

tools in a specific manner. Only by doing so can they enable the functionality that is designed to inhibit
or minimize the impact of the different exploitation techniques.

Only when developers recompile their application or, in certain instances such as pointer obfuscation,
make modifications to their application’s source code will they benefit from these improvements.

While the majority of newer Microsoft applications are expected to use these technologies, older software
and software written by third parties may not. As a result, older Microsoft or third-party applications and
drivers will continue to pose a risk, as they will remain largely unprotected. This fact has already been
borne out with the recent announcement of vulnerabilities present in the Windows Vista version of a
common server application.?

1 www.coresecurity.com/index.php5?module=ContentMod&action=item&id=1660
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Symantec researchers noted that in some cases even core Windows Vista components failed to adequately
leverage these technologies. Specifically, a small percentage of Windows Vista 32-bit has not been
compiled with GS technology from Microsoft Visual Studio® 2005.

The reason for the exclusion of these applications from the protection afforded by this technology is
unclear. It is acknowledged that these components pose a greater risk than those that are protected.

Consequently, these components of Windows Vista are not protected against the aforementioned class of
memory corruption and memory manipulation vulnerabilities. While the exposure to risk resulting from
this circumstance is low, it does serve to increase the potential attack surface for Windows Vista. Symantec
expects attackers to identify these vulnerable points and investigate their potential.

Operating system improvements

Operating system improvements are technologies that are native to the core operating system. While
similar in overall effect to developer-controlled technologies, their function is ultimately implemented
by components within the core operating system. The technologies that fall under operating system
improvements are:

¢ Heap manager improvements

e Data Execution Prevention (DEP)

» Safe Structured Exception Handlers (SafeSEH)
* Address Space Layout Randomization (ASLR)
e Terminate on Heap Corruption

Analysis of operating system improvements

Like those discussed in the previous section, the majority of technologies falling into this category also
require that software engineers first enable them in their application. Of these four different technologies,
only the first (heap manager) applies by default to the operating system as a whole. The second (DEP) is
enabled only for Windows Vista core operating system components and not for some common applications
such as Internet Explorer. The final three require developers to specifically enable support in their
application during development.

As a result, third-party applications, as well as those developed by Microsoft that are not considered
part of the core operating system, are not afforded equal protection even with the introduction of these
technologies.

Limited scope of Data Execution Prevention

In default installations of Windows Vista, Symantec observed that one technology (DEP) is applied by
default only to the core operating system, as shown in Figure 2.





Security Implications of Microsoft Windows Vista

Performance Options [ ]

Wisual Effects ] Advanced Data Execution Prevention ]

Data Execution Prevention (DEP) helps protect
agahsth' damage from viruses and other security
threats. How does it work?

& Turn on DEP for essential Windows programs and services
only

" Turn on DEP For all programs and services except those 1
select:

Your computer's processor supports hardware-based DEP.

OK I Cancel Apply

Figure 2. Default DEP configuration

This limitation leaves third-party applications on Windows Vista with less protection than the core
Windows Vista operating system and service. This fact increases the likelihood of successful exploitation
of vulnerabilities present in these applications. As mentioned previously, even common applications such
as Internet Explorer do not leverage the benefits of DEP.

ASLR: Not as random as expected

Symantec performed an in-depth analysis on the effectiveness of Address Space Layout Randomization
(ASLR). The purpose of this technology is to randomly locate programs in memory and, by doing so,
enhance security. This enhancement comes from the attacker’s inability to know exactly what to target
during the exploitation of a vulnerable program. When implemented correctly, this technology is extremely
effective in mitigating the exploitation of memory corruption and memory manipulation vulnerabilities.
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Figure 3 shows the plotting of 11,500 executions of a test harness, the purpose of which was to
understand the distribution of memory usage.
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Figure 3. Address selection of HeapAlloc

The results of this analysis show that at least one aspect of ASLR’s implementation did not perform as
expected. Symantec found that one of the randomized components was not randomized consistently,
resulting in a reduced degree of randomness in the layout of an application’s memory. While ASLR continues
to be effective, this reduction does increase the likelihood that an attacker can guess the correct address
to target.

Microsoft has confirmed Symantec’s research findings and resolved the issue highlighted. These
shortcomings are due to be addressed in Windows Vista SP1.

Kernel integrity

The kernel is the core component of any modern operating system. It is the central building block upon
which the security of the system is built. Should the kernel be compromised or subverted in any way, then
the underlying foundation can no longer be trusted. Kernel integrity and security have become a hot topic
in recent years due to the aggressive evolution of rootkit technologies. These technologies are used by
attackers and threats to hide their presence while also providing potential backdoors into the system. In
addition the evolution of Digital Rights Management (DRM) provides another, arguably even stronger
incentive for securing the kernel to avoid the unauthorized interception of audio and video content.

For this reason Microsoft has invested heavily in technologies that can help improve the reliability and
security of the Windows Vista kernel. The three technologies employed by Microsoft to improve kernel
security are:

 Driver signing
» Code Integrity
e PatchGuard
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Driver signing is designed to ensure that all kernel drivers loaded by the system are signed by a trusted
authority. The goal of this technology is to ensure that only code that has been tested by Microsoft or
signed by a trusted developer is loaded into the kernel—with the side effect of stopping malicious code
from loading into the heart of the operating system.

Code Integrity is designed to ensure that the core operating system has not been tampered with either
accidentally or maliciously. Code integrity verifies the digital signature and associated hash on core
operating system binaries (in particular kernel components) in order to detect this tampering.

PatchGuard is the most controversial of these technologies. Whereas Code Integrity protects core operating
system files on disk and in memory, PatchGuard protects key operating system structures from being
patched or extended in kernel memory. Vendors such as Symantec have historically used this patching
technique to provide protection at the lowest level possible to ensure the maximum protection against
malicious code such as rootkits. However, these same techniques are utilized by rootkit writers to ensure
the stealthiest operation possible.

Analysis of kernel integrity technologies

It is important to note that only the 64-bit version of Windows Vista benefits from this category of
technology, while 32-bit Windows Vista, expected to be the standard deployment for years to come,
does not.

As demonstrated during the development process of Windows Vista and during its release, hackers can
and will subvert PatchGuard.? The kernel integrity protection mechanisms that are present on 64-bit
Windows Vista can only be described as a bump in the road. That is, while these technologies may slow
down an attacker, they may not provide a meaningful defense against a determined one.

Symantec researchers investigated the feasibility of disabling all three key kernel integrity technologies:
driver signing, Code Integrity, and PatchGuard. Results have shown that all three technologies can be
permanently disabled and removed from Windows Vista after approximately one man-week of effort.

A potential victim need make only one mistake to become infected by a threat that does the same.

The result: All new security technologies are stripped from Windows Vista in their entirety.

System integrity and user-mode defenses

Microsoft’s system integrity and user-mode defenses are numerous, and their purpose is clear. Microsoft’s
strategy is to run software with the minimum set of privileges required and, where possible, to run
applications in a compartmentalized environment. This approach is further strengthened by reliance on
signing to provide assurances about the identity of the publisher of software. Such assurances allow the
user to make informed decisions about running an application and allowing it to perform actions on the
host when prompted.

The goal of these technologies is to encourage users to run programs at a reduced privilege rather than
running everything as Administrator, forcing them to consider the consequences of their actions. In
addition, these technologies seek to reduce the ability of malicious code to automatically compromise the
entire system.

2 www.uninformed.org/?v=3&a=3&t=sumry
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Analysis of user-mode defenses

The implementation of these protections achieves many of the security goals that Microsoft had envisioned.
Despite this increased protection, however, several risks continue to exist. The first risk is the lack of
information provided by the many dialog boxes and prompts that appear during normal operating system
use. This lack of information will lead to indifference on the part of the user when presented with these
prompts.

Although some of these improvements are intended to improve security, some, such as User Account
Control (UAC) are not actually considered by Microsoft to be a security boundary. They acknowledge that
there are methods to bypass these protections and do not consider these to be security issues. Microsoft
actually states that this is the case in their consumer best practice guidance:?

“It’s very important to remember that UAC prompts are not a security boundary—they don’t offer
direct protection. They do offer you a chance to verify an action before it happens. Once you allow
an action to proceed, there may be no easy way back.”

This message has been echoed by others at Microsoft in response to vulnerabilities being discovered in
UAC.45® Microsoft’s message is that UAC vulnerabilities are not considered security issues, as UAC does
not provide a security boundary.

Symantec has also discovered issues with certain executables that ship with Windows Vista that can
undermine UAC’s reliance on digital signatures. Symantec has demonstrated that it is possible to execute
an unsigned arbitrary library even though the user is presented with a dialog box implying that it is
Microsoft authored code. This undermines user notifications since users can no longer trust the
information they are presented with.”

A final and more worrisome issue is that users may ultimately disable these security functions. While
these types of risks may be easy to manage in the enterprise environment, managing them in a home
environment may be nearly impossible.

Symantec researchers observed that the User Account Control can be easily disabled manually. This action
can be performed via the Local Security Policy tool included in Windows Vista.

Policy =« | Security Setting

User Account Control: Admin Approval Mode for the Built4n Administrator account Disabled

User Account Control: Behavior of the elevation prompt for administrators in Admin Approval Mode Prompt for consent
a User Account Control: Behavior of the elevation prompt for standard users Prompt for credentials

User Account Control: Detect application installations and prompt for elevation Enabled

User Account Control: Only elevate executables that are signed and validated Disabled

User Account Cortrol: Only elevate UlAccess applications that are installed in secure locations Enabled

User Account Control: Run all administrators in Admin Approval Mode Enabled

User Account Control: Switch to the secure desktop when prompting for elevation Enabled

User Account Control: Virtualize file and registry write failures to per-user locations Enabled

Figure 4. Configuration of UAC via the Local Security Policy

3 http://download.microsoft.com/download/0/e/9/0e922c03-8537-482f-b57c-aa385b3dee20/Security_Best_Practice_Guidance_for_Consumers.doc
4 http://blogs.technet.com/markrussinovich/archive/2007/02/12/638372.aspx

5 http://theinvisiblethings.blogspot.com/2007/02/vista-security-model-big-joke.html

6 http://theinvisiblethings.blogspot.com/2007/02/confiusion-about-joke.html

7 http://www.symantec.com/enterprise/security_response/weblog/2007/02/an_example_of_why_uac_prompts.html
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Security evolution not revolution

Many of the technologies that Microsoft has employed to bolster the security of Windows Vista are not
new. In fact, most are derived from the groundwork originally laid by open source operating systems such
as Linux and OpenBSD, the PaX and Stackguard projects, as well as numerous academic publications.8?

The majority of these technologies first appeared in Windows XP SP2. Windows XP SP2, at the time of its
release, was also billed as the most secure version of Windows, with Microsoft describing the benefits of
installing Windows XP SP2 in the following way:

“When you install SP2 on your Windows XP-based PC, you can feel confident that you're running
the most secure Windows operating system available.”10

These technologies, which are now integrated in Windows Vista, include driver signing, SafeSEH, DEP,
pointer obfuscation, PatchGuard (Windows XP x64), UAC, code signing, Windows Defender, and Windows
Update. In addition to these, Socket ACLs first debuted on a version of Windows prior to Windows Vista,
in Windows Server® 2003 SP1.

Technologies that in Windows XP were disabled by default, are now instead enabled by default in
Window Vista.

The inclusion of these technologies in earlier versions of Windows, such as Windows XP and Windows
Server 2003, has already resulted in a decline in the number of attacks that focused on core operating
system components. As a result, Symantec has seen an increase in the number of attacks that focus on
the applications that run on top of the operating system, such as office productivity suites and Web
browsers. While Microsoft has invested heavily in protecting the core operating system, attackers have
already moved on.

Malicious code and what it means to Windows Vista

Symantec researched the exposure of Windows Vista to threats propagating on prior versions of Microsoft
Windows. The goal of this research was to determine whether the new security technologies in Windows
Vista could mitigate the risks posed by legacy malicious code, even where the code was not written to run
on Windows Vista or adapted to its new security model.

The results showed that 3 percent of backdoors can successfully execute and survive a system restart on
Windows Vista without modification. Other categories include keyloggers, of which 4 percent can successfully
execute and survive a system restart, mass mailers (4 percent), Trojans (2 percent), spyware (2 percent),
and adware (2 percent). Symantec believes that these percentages would increase dramatically with only
minor code changes to make these threats Windows Vista—aware, in turn allowing them to run successfully
within the new Windows Vista security model.

As expected, no kernel-based rootkits were able to successfully install themselves. This can be attributed
to the fact that a reduced set of privileges are used to run user applications by default. On 32-bit Windows
Vista, a threat can penetrate the Windows Vista kernel unimpeded, if it is able to elevate its privilege level
to that of full administrator. In order to do so, a threat must circumvent the new User Account Control
technology in Windows Vista. As discussed earlier, several techniques exist that make this scenario much
more accessible to threat authors than Microsoft had originally envisioned.

8 http://en.wikipedia.org/wiki/Address_space_layout_randomization
9 http://pax.grsecurity.net/docs/aslr.txt
10 http://www.microsoft.com/windowsxp/sp2/overview.mspx
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This research demonstrates that, while Windows Vista has made improvements that restrict the
exploitation of vulnerabilities and reduce the likelihood of complete system compromise, some legacy
threats survive and go unhindered by the improvements. This suggests that authors of existing threats
need only update their code with minor changes in order to adapt to Windows Vista and continue to run
within its confines. If the new security technologies introduced in Windows Vista were a silver bullet,
we would expect that no legacy threats would survive.

The network threat

Microsoft has completely rewritten the network protocol stack for Windows Vista. This was an extremely
ambitious project, because network protocol stacks typically require many years in production environments
to mature. Full maturation is achieved by giving bugs ample time and opportunity to manifest themselves,
even given the extensive testing and security design process implemented by Microsoft. During the
development cycle, Symantec researchers discovered three remote denial-of-service conditions and three
historic network attacks that worked successfully on public beta versions of the operating system. These
issues have since been resolved, proving that Microsoft was making ongoing improvements to the Windows
Vista network stack up until its final release. It’s highly likely that more will be discovered given the
significant volume of new code.

The same security risks that impact the new network protocol stack also exist for the built-in firewall,
which has also been newly developed. Symantec researchers have already identified the existence of one
unexpected firewall exception caused by an oversight in the core Windows Vista firewall implementation.

Windows Vista introduces a relatively large number of new network protocols. Two of these protocols stand
out from the rest due to their impact on the enterprise. The first is IPv6, which is enabled and preferred by
default. The second is a protocol called Teredo, which is a transitional technology that allows the tunneling
of IPv6 over IPv4. The implication is that the vast majority of Windows Vista hosts are, by default, remotely
accessible directly via IPv6 and Teredo. The usage of Teredo has the side effect of bypassing many firewall
and NAT configurations. This has significant consequences for enterprises that rely on network-based
protection, since perimeter security devices and other network defenses such as IPS and IDS will need to
be upgraded in order to understand and decapsulate this new protocol.

Summary and conclusions

Symantec predicts that the new security features in Windows Vista will result in fewer instances of
widespread worms that target core Windows operating system vulnerabilities. This class of worm was
largely responsible for the majority of high-profile outbreaks in the early part of this century. We expect
that worms will continue to thrive; however, their method of propagation will change. This trend has
already been observed since the release of Windows XP SP2 and is expected to continue.

Symantec does not believe that Windows Vista security improvements will stifle other classes of malicious
code that have historically targeted the Windows operating system.
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Attackers go where the vulnerabilities are

Attackers follow security vulnerabilities, as these are a requirement for their success. Over the past several
years, these vulnerabilities have increasingly moved up the application stack and away from the core
operating system. Threats have and will continue to move into other areas, such as the Web application
layer, where over 78 percent of all new security vulnerabilities reside today.'* Windows Vista provides no
enhanced security in this space, as the majority of vulnerabilities today are seen within PHP, Python, Perl,
ASP, and other languages. In addition, new Web 2.0 technologies such as AJAX provide an entirely new
layer on which tomorrow’s threats will propagate.
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Web application 69% Web application 78%
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Figure 5. Distribution of security vulnerabilities by class

As mentioned previously, worms have already migrated away from their traditional means of propagation.
This movement has resulted in their shift to more available technologies, including email, IM, and the Web;
leveraging social engineering and other convincing trickery in order to infect their victims. Consequently,
while Microsoft has made a significant number of improvements to quell the traditional network worm,
threats have already moved on as seen in Figure 6.12

11 Symantec Internet Security Threat Report, Volume X
12 ibid.

13
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Figure 6. Propagation techniques used by the top 50 malicious code threats

New technology brings opportunities and risks

Windows Vista introduces a variety of new technologies, along with all of the potential risks that typically
accompany them. Windows SideBar and gadgets are among the new technologies that may pose an
increased risk to users in the future. Gadgets are a mixture of static HTML and scripting, the purpose of
which is to allow the quick and easy development of new plug-ins for the Windows desktop. Examples of such
applications are a clock, calculator, and RSS feed reader, but the possibilities extend far beyond these.

While gadgets do not automatically execute, Symantec researchers anticipate that they will be quickly
adopted by malicious code writers as a novel way to convince users to download and execute arbitrary
code. Although these gadgets are bound by the same restrictions as other applications, the fact that they
are automatically authorized to communicate via the Web makes them an effective means to introduce
arbitrary content, and also to extract sensitive, confidential information from the host.

It is the responsibility of security software providers to quickly identify malicious threats such as these
and deliver appropriate antivirus solutions. The introduction of such technologies and the attendant risks
underscores the need for the concomitant development of security solutions.

Risks posed by third-party applications

With the advent of Windows Vista and the continued use of the Security Development Lifecycle (SDL),
Microsoft-authored code has become more robust and more difficult to exploit. Attackers will predictably
respond by turning their focus to common third-party applications that are developed by companies
without an SDL process in place. Third-party applications may not use accepted software development best
practices, such as secure design, secure development practices, code reviews, or developer tools that
enhance security, such as Microsoft Visual Studio 2005. Consequently, third-party applications may be less
secure than the platform on which they are deployed. Third-party applications can, as a result, create
exposure to an otherwise secure operating system.
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These third-party applications could include third-party security software (such as antivirus technology),
Web browsers, instant message clients, email clients, document viewers, and office suites. They may
include applications that have a significant user base, either globally or locally. Symantec has already
observed the emergence of a number of zero-day vulnerabilities, that were discovered in regional office
productivity suites and used in targeted attacks.

Due to the security improvements presented in Windows Vista, third-party drivers may be targeted as a
means of gaining kernel-level access on compromised hosts. By targeting vulnerable third-party drivers,
attackers could potentially bypass the improvements in Windows Vista that are designed to prevent
compromise (running applications with non-administrative user privileges).

Only by implementing secure development practices can developers ensure the optimal security of their
applications. The failure to employ all available secure development measures increases the probability of
the discovery and successful exploitation of vulnerabilities.

No Silver Bullet

Microsoft Windows Vista in and of itself is not a security solution; rather it is a more secure version of
Microsoft Windows. Symantec continues to see the user as the weakest link, as social engineering attacks
become more elaborate in order to undermine the security technologies within Windows Vista. Symantec
also predicts that that the greatest exposure to risk will come from third-party software, which is less likely
to employ all the security features available—at least in the short to medium term.

While Microsoft has invested heavily in multiple technologies to mitigate the effect of memory corruption
and memory manipulation vulnerabilities, Symantec anticipates the discovery of new techniques for
successful exploitation. However these new techniques will not be generic; instead, they will be
environment-, configuration-, and vulnerability-specific.

In summary, both enterprises and consumers will continue to face threats that Windows Vista and its
built-in security features cannot protect against. This is, in part, due to the slow pace at which operating
systems can evolve in relation to today’s ever-changing threat landscape.

15





About Symantec

Symantec is a global leader in
infrastructure software, enabling
businesses and consumers to have
confidence in a connected world.
The company helps customers
protect their infrastructure,
information, and interactions

by delivering software and services
that address risks to security,
availability, compliance, and
performance. Headquartered in
Cupertino, Calif., Symantec has
operations in 40 countries.

More information is available at

www.symantec.com.

For specific country offices and
contact numbers, please visit
our Web site. For product
information in the U.S., call

toll-free 1 (800) 745 6054.

Symantec Corporation

World Headquarters

20330 Stevens Creek Boulevard
Cupertino, CA 95014 USA

+1 (408) 517 8000

1(800) 721 3934

www.symantec.com

Copyright © 2007 Symantec Corporation. All rights
reserved. Symantec and the Symantec logo are trademarks
or registered trademarks of Symantec Corporation or its
affiliates in the U.S. and other countries. Microsoft, Visual
Studio, Windows, Windows Server, and Windows Vista are
either registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries.
Other names may be trademarks of their respective owners.
This document is provided for informational purposes only.
All warranties relating to the information in this document,
either express or implied, are disclaimed to the maximum
extent allowed by law. The information in this document is
subject to change without notice.

02/07 12065948











_1275640875.doc
[image: image7.emf]

Security Enhancements in Windows Vista™


Microsoft Corporation


Published: May 2007


Abstract


This article highlights security enhancements in Windows VistaTM, the most secure version of Windows yet. This article includes information about security enhancements in Windows Vista and how Microsoft used the Security Development Lifecycle to increase the security of the Windows operating system.
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Windows Vista: The Most Secure Version of Windows Yet


Windows VistaTM provides higher productivity, mobility, and security while simultaneously lowering costs. New features in Windows Vista make it easier than ever for users and IT administrators to view, find, and organize information and to control their computing experience. At the same time, engineering advances make Windows Vista the most secure version of Windows® yet, with a range of choices that give IT administrators the flexibility to apply the security defenses that best suit their organization’s infrastructure needs.


· Engineering a Secure Operating System: The Security Development Lifecycle
Details what the Security Development Lifecycle (SDL) is and how Microsoft used it to help make Windows Vista the most secure version of Windows yet.

· Under the Hood of Windows Vista
Details low-level infrastructural changes in Windows Vista, such as Windows service hardening and enhancements for 64-bit computing.

· New User, Network, and Application Security Options
Details new security options in Windows Vista that information technology (IT) administrators can use to configure the security of their overall computing environment. New options include User Account Control (UAC), Windows Defender, Windows Security Center enhancements, Network Access Protection (NAP), and a new logon architecture that makes it easier to roll out smart cards in an organization.

· New Data Protection Options
Details new options in options for protecting data in Windows Vista, including BitLockerTM Drive Encryption and enhancements to Rights Management Services (RMS) and Encrypting File System (EFS).

· Security Options in Internet Explorer 7
Details the security updates in Internet Explorer 7, such as the Phishing Filter, support for extended validation SSL certificates, Internet Explorer Protected Mode, URL handling protections, enhanced configuration options for ActiveX, and a new one-click security enhancement feature called Fix My Settings.

A key milestone on the path to Trustworthy Computing


Given the constantly evolving nature of security threats, creating a more secure and trustworthy computing environment is an ongoing process that will require a sustained, industry wide effort. Microsoft is working to help create the foundation for a more secure operating system by:

· Delivering advances in Windows Vista that have helped kick-start the process of building a trust ecosystem in which people, organizations, device makers, and code authors can be properly identified and held accountable for their actions, while still protecting the privacy of end users.


· Engineering for security by establishing best practices, security diagnostic tools, and security-specific testing methods, and by sharing these advances with the industry.


· Simplifying security for consumers and IT professionals through a combination of industry standards, common development tools, and unified practices across operating systems, products, and services.


· Delivering a fundamentally secure operating system that includes protection technologies that enable isolation, trust-based multifactor authentication, Group Policy-based access control, and unified audit across applications.


· Providing customers with capabilities in Windows Vista and Internet Explorer® 7 that help defend against the burgeoning array of social engineering attacks that pose a threat to users and a major challenge to the IT industry.


These measures combine to form a holistic approach to security that makes Windows Vista a significant milestone along the path to achieving Microsoft’s vision of Trustworthy Computing.

Security is about making choices 


The right balance when it comes to security is not easy to achieve, given the varying needs of home, professional, and business users. Overly stringent protections can make it difficult for users to carry out the tasks they need to accomplish and can lead to greater cost of ownership. System settings that are too open make users’ systems vulnerable to attack.
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Microsoft applied much thought and effort to determine the default security settings for Windows Vista—to achieve a balance between protecting users and keeping systems usable, while giving IT professionals the flexibility to increase system security. At the same time, Windows Vista offers a “defense in depth” approach with configurable layers of protection that allows IT administrators to apply the security defenses that suit their unique infrastructure needs.


Detailed guidance on making use of this wealth of configurability is provided in the Windows Vista Security Guide.
 This guide provides instructions and recommendations on strengthening the security of desktop and laptop computers running Windows Vista in a domain with the Active Directory® service. It also includes tools, step-by-step procedures, recommendations, and processes that significantly streamline the deployment process. The guide also provides guidance on choosing security settings and offers a reproducible method for applying these settings in both test and production environments.


The security features in Windows Vista are not intended to be a “silver bullet” or panacea for the problem of computer security. Rather, Microsoft’s defense-in-depth approach, combined with the underlying benefits of the Security Development Lifecycle (see below), makes Windows Vista far more secure against attacks than any previous version of Windows.


Windows Vista: New features, new choices


Microsoft designed and engineered Windows Vista to provide enhanced user, desktop, and data protection features and infrastructure capabilities that offer security configuration choices not available in Windows XP or earlier versions of the Windows operating system.


For example, one such technology, User Account Control, allows an administrator to separate standard user rights and activities from those that require administrator rights, thereby reducing the surface area for attacks while still giving typical users the capabilities they need on a daily basis. User Account Control has numerous configuration options that allow administrators to balance the user experience with corporate security requirements. 


From an infrastructure perspective, the redesigned Windows Vista logon architecture improves reliability and extensibility and enables enterprises to choose from a rich set of strong authentication methods. Improved support for smart cards makes it easier for organizations to choose to supplement passwords with multifactor authentication.


Windows Vista is designed not only to mitigate today’s threats, but to evolve to counter future threats through rich, extensible features that are built on the most secure operating system Microsoft has ever released.


Engineering a Secure Operating System: The Security Development Lifecycle

Windows Vista is the first Windows client operating system to be developed using Microsoft’s Security Development Lifecycle (SDL), which makes security a top priority throughout the development cycle by mandating a repeatable engineering process that every developer must follow, and then verifying that process before product release.


Starting in 2003, Microsoft established strong internal security design and development processes to help engineering groups create more secure products. A special internal team—called the Secure Windows Initiative (SWI) team—was formed to create, oversee, evangelize, and enforce the process.


The SWI team, which comprises security experts from the Windows group and from across Microsoft, helps the company’s product groups focus on potential security threats and acts as a central internal security consulting group.


The SWI team developed the SDL to ensure a consistent framework for integrating security broadly across the company’s products. The SWI team operates at every level of the company, including helping executives understand current and future threats and working with Microsoft Research to help develop new defensive technologies and security analysis tools. The SWI team is also working with many independent software vendors (ISVs) to help them make their products more secure by applying SDL principles and tools.


The SDL is an evolving process that implements rigorous standards of secure design, coding, testing, review, and response for all Microsoft products. The SDL helps remove vulnerabilities and minimize the surface area for attacks, improves system and application integrity, and helps organizations more securely manage and isolate their networks.


Building on lessons learned from applying the SDL to other Microsoft products, security reviews and engineering practices associated with previous versions of Windows, and analysis of Microsoft Security Response Center (MSRC) bulletins, Windows Vista was the first Microsoft client operating system to be developed from start to finish using this approach.


Microsoft created more than 1,400 threat models for Windows Vista to ensure identification of risks that required mitigation, code that needed special attention and parts of the operating system that required especially intensive testing. The SWI team provided product teams with training and tools to support the threat modeling process, and the team reviewed the threat models for completeness and depth.


Throughout the development process, Windows Vista was checked for vulnerabilities that were previously discovered in Windows XP, and security processes and tools for both operating systems were reevaluated and improved.
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Automation was a key focus in this engineering process. For example, the product groups used two tools developed by Microsoft—known as PREfix and PREfast—to identify source code vulnerabilities not found by typical compilers. The tools integrate cleanly with the build process, reduce development time, streamline code review, and help improve overall quality and reliability.


The Windows team annotated all Windows Vista functions containing readable or writeable buffers using the Standard Annotation Language (SAL), which allows these automated code quality tools to evaluate the consistent use of variables and buffers and helps developers detect and remove exploitable coding errors.


The team extensively “fuzz tested” components of Windows Vista that parse or process inputs from potentially hazardous sources. Fuzz testing automates the process of supplying corrupt or malformed data to these components to see how they deal with potentially malicious inputs. 


Fuzz testing is effective at detecting vulnerabilities that an attacker could exploit to run malicious code or cause a software component to fail. Fuzz testing on particularly complex parsers was complemented by a security code review and a deeper level of SAL annotations.


Another Microsoft-developed tool, called FxCop, scans managed code applications for vulnerabilities and helps prevent malicious code from taking advantage of buffer overruns in applications. In addition, the Microsoft Visual C++® 2005 C runtime library adds buffer checks to functions that are known to be vulnerable to attack. These tools were initially developed for internal use at Microsoft but are also available to the developer community in Visual Studio® 2005.


The Windows Vista code base was also scrubbed for issues that commonly lead to security vulnerabilities. All instances of cryptographic algorithms, for example, were reviewed to assess weaknesses in algorithm choice or key strength. More than 100 programming APIs that had been maliciously exploited in the past were systematically removed from the code base and replaced with more secure versions. In addition, non-Microsoft components in Windows Vista were reviewed against the SDL.


Microsoft also provides detailed guidance on the SDL for ISVs that are creating products to run on Windows Vista and for the worldwide security community, to enable others to improve the security of their products.


The impact of the SDL

Although data on the impact of the SDL for Windows Vista is just starting to come in, preliminary results show a significant improvement in security.
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Microsoft’s in-depth analysis of vulnerabilities in Windows XP, several Linux versions, and Mac OS X Tiger has provided a solid context in which to view the first 90 days of Windows Vista.


Security is a process


Complementing the SDL is Microsoft’s unparalleled worldwide security response process operated through the Microsoft Security Response Center (MSRC). When a security incident poses a threat to customers—whether it is an Internet-based attack or narrower in scope—the MSRC quickly mobilizes teams across the company and around the world, including affected product teams, Microsoft’s Product Support Services (PSS), Microsoft IT, and external partners. The goal is to respond quickly to security threats and to provide customers with the information, guidance, and mitigation tools and measures they need.
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As soon as a potential vulnerability is reported, the MSRC works to establish a strong communications channel with independent security researchers. The MSRC provides regular updates to individuals and organizations that report vulnerabilities. In the bulletins that accompany vulnerability updates, the MSRC publicly recognizes many security researchers for their vigilance and responsibility. Relevant security findings and responses are integrated into the SDL. Because detailed public disclosure of a vulnerability before an update is available can lead to malicious activity and expose customers to security threats, the MSRC encourages security researchers to report their findings responsibly to minimize the potential impact on customers.


Under the Hood of Windows Vista 

In Windows Vista, engineering for security also means supporting technologies that help non-Microsoft developers write more secure code and help protect the operating system kernel from malicious software.


Windows service hardening


System services are background processes that are always running, to support key functionality in the operating system. Because of their importance, and because they typically run with high system rights, they have been a major target for malicious software attacks. A malicious attack that exploits system services can cause problems by running arbitrary code with administrator rights on the user’s computer. The Slammer, Blaster, and Sasser worms all targeted system services. 


To mitigate this threat, Windows Vista has introduced the concept of restricted services, or service hardening. Restricted services can run under only the most restrictive rights possible, and they limit their activities to the minimum local machine or network resources they require to fulfill their task. 


Windows service hardening is also designed to be used by ISVs. Microsoft is actively evangelizing the technology to ISVs to help ensure that the service components they write will be more secure when running on Windows Vista. The Windows service hardening infrastructure is used by system services on an opt-in basis, so there is no application compatibility impact with previous system services, such as services that accompany non-Microsoft software.


More defense-in-depth: NX and ASLR


Another way that malicious software can install onto a user’s computer is by taking advantage of buffer overruns—essentially, tricking software into running code that has been placed in areas of the computer’s memory that are set aside for data storage.


A way to reduce the impact of such vulnerabilities is through the use of no-execute (NX) technologies at the hardware level. NX enables software to mark sections of the computer’s memory as being exclusively for data, so the processor will prevent applications and services from executing any code there.


Many of the newest processors support some form of NX, and Microsoft has included support for NX-capable processors since Windows XP SP2 through the Data Execution Prevention feature. Windows Vista introduces additional NX Group Policy controls that allow software developers to enable NX hardware protection for their code, independent of system wide compatibility enforcement controls. An ISV can mark its program as NX-compliant when the program is built, which allows protection to be enforced when that program runs. This enables a higher percentage of NX-protected code in the software ecosystem.


Address Space Layout Randomization (ASLR) is another defense capability in Windows Vista that makes it harder for malicious code to exploit a system function. ASLR randomly assigns executable images, such as DLLs and EXEs, to one of 256 possible locations in memory. This makes it harder for malicious code to locate and take advantage of functionality inside the executables.


Windows Vista also introduces heap buffer overrun detection that is even more rigorous than that found in Windows XP SP2. When the operating system detects signs of heap buffer tampering, it can immediately terminate the affected program, limiting the damage that might result. This protection technology is enabled for operating system components, including built-in system services, and can be used by ISVs through a single API call.


64-bit security enhancements: Kernel patch protection and driver signing


Some of the most serious security issues can arise from malicious software that manipulates the operating system kernel to render itself undetectable to anti-virus software and to run unnoticed on a user’s system. This type of malicious software is known as a rootkit. Rootkits are often used to cloak other potentially unwanted software, such as bots and spyware. Beyond the serious security implications of rootkits, this class of malicious software can reduce the stability, reliability, and performance of the entire computer.


Kernel patch protection. The 64-bit versions of Windows Vista support Microsoft’s kernel patch protection technology (sometimes referred to as PatchGuard), which prevents unauthorized software from modifying the Windows kernel. Kernel patch protection works by preventing kernel-mode drivers from extending or replacing operating system kernel services through unsupported means and by prohibiting all software from performing unsupported patches in the kernel. In addition to improving security and making it more difficult for hackers to modify the kernel for malicious purposes, kernel patch protection also greatly improves the security and reliability of Windows Vista and enables future improvements in the kernel environment that can address the evolving landscape of malicious software. 


Mandatory kernel module and driver signing. To give users visibility into the source of drivers and other software running in the operating system kernel, Microsoft introduced the concept of “signed drivers” with Windows 2000. Unsigned drivers could be prevented from installing, but the default configuration merely warned users if they were about to install an unsigned driver. IT administrators could also block installation of unsigned drivers with Group Policy, but the large installed base of unsigned drivers made this impractical in most situations. Malicious kernel software typically tries to install “silently,” without notifying the user or asking for approval, so malicious kernel software was still likely to run successfully.


 With Windows Vista on 64-bit systems, security at the kernel level has been significantly enhanced by requiring that all kernel-mode drivers be digitally signed. Digital signing provides identity as well as integrity for code. A kernel module that is corrupt or has been subject to tampering will not load. Any driver that is not properly signed cannot even enter the kernel space.


Signed drivers help identify and prevent many malicious attacks, while allowing Microsoft to help non-Microsoft developers improve the overall quality of drivers and reduce the number of driver-related crashes.


New User, Network, and Application Security Options


Windows Vista provides a rich set of customizable new user, network, and application security options that administrators can configure to balance their security needs with their usability requirements. These provide security oriented choices for controlling user accounts, defending against malicious software, and supporting multiple authentication methods.


User Account Control


User Account Control (UAC) in Windows Vista provides a way for IT administrators to separate standard user rights and tasks from those that require administrative rights. UAC increases security by establishing a standard user account with an improved user experience as the default user access level. Standard users can perform a wide range of tasks and enjoy high application compatibility without the need to be logged in with administrative rights. This helps reduce the effect of malicious software, the installation of unauthorized software, and unapproved system changes—all of which helps to reduce the cost of desktop management.


When a standard user attempts an action that requires administrative rights, the User Account Control dialog box prompts the user for administrator account credentials. Administrator account credentials include the user name for a user account that is a member of the Administrators group on the local computer or in a domain and that user’s password. This dialog box prompt is known as a credential prompt because it requires credentials from another account to proceed. Much has been written about credential prompting and UAC, but the bottom line is that, when best practices are followed, standard users will rarely see the credential prompt after they install their favorite applications.


UAC best practices can be summed up as follows:


· Run all users as standard users. Enterprise environments should require all (or most) users to be standard users. Home users should make the first user account a parental account (even on a child’s computer) and protect it with a strong password. All other user accounts for the family—especially for children—should be standard user accounts.


· Enable administrator approval mode and consider the use of Ctrl-Alt-Delete. Enterprises should require a password for the use of administrator approval mode. This makes it harder for malicious users to “spoof” the system and also makes it difficult for an unauthorized person to complete an administrative task on a computer that is left unattended. Another option is to require that the Ctrl-Alt-Delete key sequence be used before an administrator can enter credentials to complete a task.

Windows Defender


Over the past several years, malicious software has become a major problem for computer users. Unwanted malicious software is found on more than two-thirds of all computers, and it is putting users’ privacy and personal information at risk, as well as causing significant performance and reliability issues.


Windows Defender, built into Windows Vista, helps protect against and remove a wide range of malicious software, including spyware, adware, rootkits, bots, keystroke loggers, and control utilities. (Windows Defender does not provide protection against malicious software that is classified solely as a worm or a virus.)


In Windows Vista, Windows Defender helps protect against unwanted application installation and monitors aspects of the operating system commonly abused by malicious software, such as the Startup folder and the Run registry keys. If an application attempts to make a change to one of the protected areas of the operating system, Windows Defender prompts the user to either allow or reject the change.


Windows Defender also provides a feature called Software Explorer, which provides users with additional visibility into a computer’s software and system state. This is a significant improvement over previous versions of Windows, in which stopping or disabling malicious software sometimes involves investigating the system registry or conducting other complex analysis. Windows Defender also logs activity, such as cleaning and removal events to the Windows event log, which enables administrators to keep updated on the status of the computer.


Windows Firewall


Windows Vista provides firewall functionality that is turned on by default and begins protecting a user’s computer as soon as Windows starts. The Windows Firewall includes both inbound and outbound filtering and can prevent unexpected data messages from leaving the computer. It also allows IT administrators and home users to block applications, such as peer-to-peer sharing or instant messaging applications, from contacting or responding to other computers.


Windows Security Center


In response to feedback from customers and third-party security vendors, Microsoft has made improvements to the Window Security Center in Windows Vista, including displaying the status of anti-spyware software, Internet Explorer security settings, and User Account Control. In fact, Windows Security Center can monitor multiple ISV security solutions running on a computer and indicate which are enabled and up-to-date.


If a non-Microsoft anti-virus or anti-spyware solution is out-of-date, Windows Security Center provides a link to the program’s Web site so that the user can activate or renew a subscription or get the necessary updates. This new capability is important when, for example, a trial subscription to an anti-virus solution that came with a new computer expires. Knowing when security software is turned off or out-of-date, and being able to easily download updates, can mean the difference between being protected and being vulnerable.


Network Access Protection 


One of the biggest challenges IT administrators face is ensuring that the computers on their network have all the necessary security updates and meet the network’s health requirements. 


As more networks encompass users’ laptops and home computers, which often are not under the administrator’s direct control, the risk of exposure to viruses, malicious software, and other security threats grows. In fact, many attackers create malicious software specifically to target “out-of-date” computers.


Network Access Protection (NAP) is a network access control system that lets IT administrators ensure that only “healthy” computers connect to their network, while enabling potentially unhealthy computers to get clean before they gain access. The NAP client in Windows Vista simplifies the enforcement of network health policies and protects against malicious network attacks by enabling organizations to establish requirements for client health status, such as current software updates and up-to-date virus scanner signatures, and enforcing those requirements when the client connects to the network. If a client computer does not meet health requirements, NAP can automatically update the computer or direct it to a separate “quarantine” area where the user can remedy the situation.


NAP can be extended and provides an infrastructure and API for health policy enforcement. Independent hardware and software vendors can plug their security solutions into NAP, so IT administrators can choose the security solutions that best meet their needs. NAP also helps ensure that every computer on the network makes full use of those solutions.


NAP requires functionality and support from the Windows Server Code Name “Longhorn” operating system.


New logon architecture


Many organizations and software vendors are choosing to supplement passwords or smart cards with additional authentication factors, such as biometrics or one-time passwords. In previous versions of Windows, implementing these factors often required developers to rewrite the Graphical Identification and Authentication (GINA) interface—a difficult and expensive process. It also was not possible to use multiple GINAs simultaneously.


In Windows Vista, the logon architecture has been redesigned to make it easier to support new types of credentials. Supporting new credential types requires creating a new credential provider; the Windows logon user interface can interact simultaneously with multiple credential providers to make use of different authentication methods, including biometrics and tokens from non-Microsoft credential providers. Customers can enhance their security by choosing the appropriate combination of authentication methods. Developers can also easily implement future authentication methods into the existing architecture.


The new logon architecture also enables credential providers to be event-driven and integrated throughout the user experience. For example, the same code that is used to implement fingerprint authentication at the Windows logon screen can be used to prompt for a fingerprint when the user tries to access a particular resource. The same prompt also can be used by applications that use the new credential user interface API.


In addition to these security benefits, the new logon architecture improves overall system reliability and stability since functions that were not essential to the logon process have been moved to separate processes in the operating system.


Easier smart card deployment


Many organizations are further enhancing security by using a smart card with a personal identification number (PIN) as their preferred two-factor authentication method in place of passwords. Microsoft has provided native operating system support for smart cards since Windows 2000. However, previous versions of Windows required IT administrators to deploy and maintain additional components to support their smart card infrastructure, such as cryptography modules and communications support for smart card readers. Windows Vista includes new advances in its smart card infrastructure that make the process dramatically simpler, more secure, and less error-prone. A common cryptographic service provider (CSP) implements all the standard back-end cryptographic functions that hardware and software developers need. In addition, integrated non-Microsoft smart card modules make it easier to rapidly deploy a smart card solution and enable secure, predictable communication between the CSP and other components of the smart card infrastructure.


Microsoft is also working with partners to ensure that major smart card vendors are familiar with this new architecture and are developing smart card modules for Windows Vista. This effort includes a process to certify smart card modules to validate their quality, and to ultimately make them available with Windows Update. This initiative will provide customers with better quality and ease of use for their smart card deployments.


These enhancements complement other improvements to the smart card infrastructure in Windows Vista, including improvements to the Kerberos authentication protocol, which reduces the need for smart card users to reenter their password when accessing certain resources.


New Data Protection Options

The customizable security features in Windows Vista also include new and improved technologies for advanced data protection, rights management, and data encryption on client computers.


BitLocker™ Drive Encryption


Each year, hundreds of thousands of computers without appropriate safeguards are lost, stolen, or decommissioned. In 2006, more than 750,000
 computers were lost or stolen in the United States alone. 

BitLocker Drive Encryption, a new data protection feature in Windows Vista Enterprise and Ultimate editions, addresses the very real threats of data theft and data disclosure from lost, stolen, or inappropriately decommissioned PC hardware. This tightly integrated drive encryption solution also provides for integrity checking of early boot components. Since businesses use more mobile computers each year, the potential exposure of data on users’ computers presents a growing problem for organizations. BitLocker Drive Encryption allows companies to realize the benefits of mobile computing while helping to reduce risk and enable better compliance with corporate data protection best practices.


BitLocker uses the Trusted Platform Module (TPM) version 1.2 for secure encryption key protection and to measure and test core boot components as the computer is starting. The system and BIOS integrity are checked early in the machine boot process; if system files or data have been tampered with, the computer will not boot, and will instead present a recovery console. BitLocker includes centralized storage and management of encryption keys in Active Directory. It also allows IT administrators to store encryption keys and recovery passwords on a USB flash drive or to a separate file for additional backup. BitLocker provides for computer recovery even in the field. For example, a user who needs to use BitLocker’s recovery mode can enter a recovery password, and Windows will resume operation normally. 


BitLocker also offers the option to lock the normal boot process until the user supplies a PIN or inserts a USB flash drive that contains the appropriate decryption keys. These additional security measures provide multifactor authentication and ensure that the computer will not boot or resume from hibernation until the correct PIN or USB flash drive is presented.


Integrated Rights Management Services client


Many organizations use Microsoft’s Right Management Services (RMS) technology to help protect the security and integrity of sensitive information by making documents accessible only to authorized users, and by enforcing specific policies governing their ability to forward, print, and share those documents. 


Previous versions of Windows required the installation of additional components to enable this functionality. Windows Vista includes an integrated RMS client that helps further safeguard digital information. For businesses, this saves on deployment costs and ensures consistent application of usage policies. For end users, this means being able to work with RMS-protected documents without having to install or configure any additional software.


RMS also helps enterprise customers further protect their information by providing smart card integration and longer encryption key lengths.


The 2007 Microsoft Office system provides even deeper integration with RMS in Microsoft SharePoint®. SharePoint administrators can set access policies for SharePoint document libraries on a per-user basis that will be inherited by RMS policies. This means that users who have “view-only” rights to the content will have that access level enforced by RMS, even when the document has been removed from the SharePoint site. Enterprise customers can set usage policies that are enforced not only when the document is at rest, but also when the information is outside the direct control of the enterprise.


Encrypting File System enhancements


The Encrypting File System (EFS) is a powerful tool for encrypting files and folders on client computers. In Windows Vista, EFS supports storing user keys as well as administrative recovery keys on smart cards. If smart cards are used for logon, EFS operates in single sign-on mode, in which it uses the logon smart card for file encryption without further prompting for a PIN. 


New wizards guide users through the process of creating and selecting smart card keys, as well as through the process of moving their files from an old smart card to a new one. The command-line utilities for smart cards have also been enhanced to include these features.


EFS in Windows Vista can also be used to encrypt the system page file and the client-side cache, which stores offline copies of files from remote servers. When this option is enabled, files in the cache are encrypted to specific users, and even local administrators cannot read them without having access to the users’ private keys.


A number of new Group Policy options have been added to help administrators define and implement organizational policies for EFS. These include the ability to require smart cards for EFS, enforce page file encryption, stipulate minimum key lengths for EFS, and enforce encryption of the user’s Documents folder.


Security Options in Internet Explorer 7


Internet Explorer 7 in Windows Vista represents a major step forward in browser security and privacy protection. Through a robust new architecture, Internet Explorer 7 offers security features that have two primary security objectives:


· Giving customers more confidence in the security of their browsing activity and helping to prevent the installation of malicious software, including worms, viruses, adware, and spyware.


· Protecting users’ personal data from phishing attacks and fraudulent Web sites while enabling safe and secure legitimate e-commerce.


Microsoft Phishing Filter


Phishing is a technique by which malicious individuals gather a user’s personal information without consent, by masquerading as a legitimate person or business. The Microsoft Phishing Filter in Internet Explorer 7 helps users browse the Web more safely by advising them about suspicious or known phishing Web sites. The filter works by analyzing Web site content for known characteristics of phishing techniques and by using a global network of data sources to assess whether a Web site should be trusted.

Perpetrators of phishing and other malicious activities thrive on lack of communication and limited sharing of information. Several times an hour, the new Phishing Filter consolidates the latest industry information about fraudulent Web sites and shares it with Internet Explorer 7 customers to proactively warn and help protect them.

The Phishing Filter’s client-side scanning compares the address of any Web site that a user attempts to visit with a list of reported high-traffic sites stored on the user’s computer. It then analyzes the site that a user wants to visit by checking it for characteristics common to phishing sites, such as collecting user information without a Secure Sockets Layer (SSL) certificate. It can also send the Web site address to an opt-in online service run by Microsoft to be checked immediately against a frequently updated list of reported phishing sites.


Extended validation SSL certificate support


The Phishing Filter helps users avoid suspicious or known bad sites, but how can users be sure of the identity of companies that have legitimate sites? Extended validation SSL certificates are designed to address this issue. Just like regular SSL certificates, extended validation SSL certificates help encrypt the user communication with a Web site, so no one can eavesdrop. They also contain verified identity information about the business or entity behind the site. When users visit a Web site that uses an extended validation SSL certificate, Internet Explorer 7 alerts them to the presence of verified identity information by changing the background of the address bar to green, while showing the Web site owner’s name on the right-hand side of the address bar (alternating with the name of the certificate authority that performed the identity verification).


[image: image5.png]Member Log-Tn

& Welcome - PayPal - Windows Internet Explorer

Website Identification

VeriSign has identified this site as:

PaypalInc.
San Jose, CA
us

“This connection to the server is encrypted.
‘Should Itrust this site?
PayPal Today

View certficates. Now Over
ion accounts

[6 sign up nowi )

Live Search L~

< @ v [ Page v G Took v

| LogIn | Help |

=]

Security Center

jon Tools

Learn more

Pavpal Worl)







Internet Explorer Protected Mode 


Internet Explorer Protected Mode in Windows Vista provides additional defenses against malicious attackers who attempt to take over a user’s Web browser and run malicious code by using elevated rights. In Protected Mode, Internet Explorer 7 runs with reduced rights to help prevent user or system files and settings from being changed without the user’s explicit permission. The new Web browser architecture also introduces a “broker” process that helps existing applications “elevate” themselves above Protected Mode more securely if they need to. This additional defense helps verify that scripted actions or automatic processes are prevented from downloading data outside of the low-rights directories, such as the Temporary Internet Files folder.


URL handling protections


Microsoft has significantly reduced the internal attack surface of Internet Explorer 7 by defining a single function to process URL data. This new data handler ensures greater reliability while providing more features and increased flexibility to address the changing nature of the Internet, as well as the globalization of URLs, international character sets, and domain names.


ActiveX Opt-in


Internet Explorer 7 in Windows Vista offers a powerful new security mechanism for ActiveX® to deter malicious developers from writing applications that steal users’ information and damage their computers. ActiveX Opt-in automatically disables all controls that the developer has not explicitly identified for use on the Internet. This mitigates the potential misuse of preinstalled ActiveX controls. In Windows Vista, the Information Bar prompts users before they can access a previously installed ActiveX control that has not yet been used on the Internet. 

This notification mechanism enables the user to permit or deny access on a control-by-control basis, further reducing the available surface area for attacks. Web sites that attempt automated attacks can no longer exploit ActiveX controls that were never intended to be used on the Internet.


Fix My Settings


One of the most popular enhancements in Internet Explorer 7 is the ability to restore security state with the click of a button. The browser’s default security settings are designed to provide both robust security and optimal usability for the default configuration of most applications. In rare instances, however, a Web site might legitimately require a user to lower security settings from the default. When the custom settings are no longer needed, it is critical that the user reverse those changes. The Fix My Settings feature warns users with an Information Bar when current security settings might put them at risk. Clicking Fix My Settings in the Information Bar instantly resets Internet Explorer 7 security settings to the Medium-High default level.


Conclusion


Although there is no silver bullet or panacea that can address every current and future security threat, the comprehensive security advancements in Windows Vista underscore Microsoft’s long-term commitment to enabling a trustworthy computing environment that helps people and businesses throughout the world to realize their full potential.


Trustworthy Computing extends beyond the client operating system to other Microsoft products and services so that Microsoft, along with its partners, can provide customers with the highest quality IT experiences. This commitment to security is multi-faceted:

· Security is about choices. Windows Vista provides numerous capabilities that enable IT professionals and home users to make configuration choices that balance the needs of usability and security. 

· Security is about getting the fundamentals right. Windows Vista is a key milestone on the road to Microsoft’s Trustworthy Computing vision and the first operating system to be developed from start to finish using the Security Development Lifecycle.

· Security is an evolving process. Windows Vista enables automatic updating, and the Microsoft Security Response Center helps to ensure the responsible disclosure and management of security risks.

Windows Vista combines these fundamentals with a rich set of new features and product enhancements. Businesses will benefit from reduced desktop support costs, increased uptime, and stronger protection of sensitive information, as well as a wide range of choices that allow them to apply the layers of security protection that best suit their infrastructure needs. Consumers can enjoy the benefits of computers and the Internet knowing that Windows Vista is helping to protect their privacy and personal information. For all users, Microsoft has designed security safeguards to be as flexible and easy to use as possible, while offering them the confidence that Windows Vista is helping keep them protected.
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Features

Security built in
« Communication ports closed by default
« Personal firewall to protect network services
+ Open source foundation
+ UNIX user-based file permissions
+ Common Data Security Architecture (CDSA)
« Systemwide support for X.509 certificates
+ Automatic updates via Software Update

Standards-based authentication

+ Kerberos for secure single sign-on
authentication to network resources

« Directory authentication using any LDAPv3
service or Active Directory

+ L2TP or PPTP for accessing virtual private

networks (VPNs)

NTLMv2 support for increased compatibility

with Microsoft technology

Confidentiality of data

Protection of home directory data using
FileVault with 128-bit AES encryption
Highly secure data portability with strong
encryption of disk images

+ Keychain for securely storing personal
passwords, digital certificates, and notes
Support for multiple users with discrete
passwords and home directories on a
single computer

Secure network communications

SSL and TLS for secure, encrypted transport
of information

* Encrypted WebDAV via SSL

+ S/MIME for signing and encrypting email

Networking security standards
« Built-in 802.1X client for port-based
authentication on wireless networks
SSH for secure remote access to the
command line
Integrated internal firewall based on IPFW
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Security in Mac OS X

Safety by design.

Security has never been a more important consideration when selecting a computer
platform. Whether you're a home user with a broadband Internet connection, a
professional with a mobile computer, or an IT manager with thousands of networked
systems, you need to safeguard the confidentiality of information and the integrity
of your computers.

Apple is working to ensure that your Mac is safe and secure by implementing a
security strategy that is central to the design of Mac OS X.

Secure default settings. When you take your Mac out of the box, it is configured to be
secure on the Internet, so you don't have to be a security expert to set up your system.

Modern security architecture. Mac OS X includes state-of-the-art, standards-based
technologies that enable Apple and third-party developers to build secure software
for the Mac. These technologies support all aspects of system, data, and networking
security required by today’s applications.

Innovative security applications. Mac OS X includes features that take the worry out
of using a computer. FileVault protects your documents using strong encryption, an
integrated VPN client gives you secure access to networks over the Internet, and a
powerful firewall secures your home network.

Open source foundation. Using open source methodology makes Mac OS X a more
robust, secure operating system, as its core components have been subjected to peer
review for decades. Problems can be immediately identified and fixed by Apple and
the larger open source community.

Rapid response. Because the security of your system is so important, Apple responds
rapidly to provide patches and updates. Apple works with worldwide partners, including
the Computer Emergency Response Team (CERT), to notify users of potential threats.
Should vulnerabilities be discovered, the built-in Software Update tool automatically
notifies users of security updates, which are made available for easy download and
installation.
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Secure Default Settings

The first time you turn on a Mac, the system is set up securely. Apple sets up the system
with secure default settings so you don't need a security expert to keep your data and
system safe.

Secured ports. Mac OS X—unlike many operating systems—ships with all communi-
cation ports fully secured. Communication ports enable your computer to communicate
with other systems on the network via services such as file, web, and printer sharing.
Insecure ports can provide an opening into your computer through which intruders

can enter. Mac OS X protects your computer and your network by shipping with all
ports closed, allowing only an administrator user to open them as needed. Once opened
to allow communication between computers, the sharing services in Mac OS X are
highly secure, benefiting from years of review by security experts in the open source
community.

Safe attachment handling. Files sent to you through mail or other programs are not
automatically opened, as they may contain harmful code. This helps you to make sure
that the only programs running on your Mac are the ones that you want to run.

Safe-download validation. When you download files in Safari and Mail, Mac OS X
analyzes the file to determine whether it contains an application. If the file appears to
contain an application, you are asked to confirm whether to continue with the down-
load—giving you the opportunity to avoid inadvertent installations on your system.

[Oee Downloads |

“Example Download.dmg” contains an
application.

Are you sure you want to continue downloading
“Example Download.dmg™?

- |

| 1 Download A

New-applications warning. When you open an application manually, you are making
an explicit choice. But when you double-click a document or click a URL, you may not
know which application will open it. The new-applications warning alerts you before
the system opens an application for the first time.

You are opening the application “Sample” for the
first time. Are you sure you want to open this
application?

The application is in a folder named “Downloads.” To see the
application in the Finder without opening it, click Show
Application.

( Show Application ) ( Cancel ) ( Open :)

You can either open the application or cancel the attempt, which is appropriate if
you don't recognize or trust the application. Once an application has been opened,
this message does not appear again for the application. Applications included with
your computer are considered trusted and do not trigger the warning.





Open Firmware password protection

To prevent system startup from unauthorized
disks, passwords can be used to restrict access
to the Startup Manager and to disable hot
keys, so the computer cannot be booted from
a CD, DVD, NetBoot disk image, or another
hard drive using target disk mode. Open
Firmware password protection is especially
valuable for public kiosks or computer labs,
where computer access is unmonitored.
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User permissions model. Mac OS X gains its secure user model from a robust, open
source UNIX core. Apple has furthered this security model by disabling the root
account by default, a method known as “running with least privileges.” By running
code with the minimum necessary level of privileges, Mac OS X helps to protect the
system from inadvertent or deliberate damage.

There are three types of user accounts in Mac OS X:

User. The user account is the least privileged account in the Mac OS X system.The
user can modify settings only for his or her account and cannot affect the entire
system. It is considered a good security practice to have all users operate at this level
of permissions. If further privileges are required to install software or modify system
settings, an administrator can be authenticated when needed.

Additional limits can be placed on user accounts to prevent them from:
— Opening System Preferences

- Removing items from the Dock

- Changing passwords

— Burning CDs or DVDs

- Using certain installed applications

Admin. Mac OS X establishes an admin user account when the system is first
installed. The admin user can perform most of the operations normally associated
with the root user. The only thing the admin user is prevented from doing is directly
adding, modifying, or deleting files in the system domain. However, an administrator
can use the Installer or Software Update applications for this purpose. For additional
protection, settings that affect the system are locked and can be changed only by
an administrator.

Root. Mac OS X defines a superuser, named root, who has full permissions for access to
all files on the system. That is, root can execute any file that has any of its execute per-
missions turned on, and can access, read, modify, or delete any file and any directory.
Unlike traditional UNIX systems, Mac OS X disables this powerful account by default.
This approach prevents viruses or unauthorized users from making harmful changes

to the operating system.

In addition to the major types of user accounts, there are system services and software
that require specialized access to certain system components, but do not require login
access. Mac OS X uses less privileged system accounts to execute these functions.

New-user creation. To prevent unauthorized users from altering the system in an
undesirable way, new users do not have administrative privileges unless assigned
by the administrator. As users are added to the system, Mac OS X assigns them non-
administrative user accounts and prompts them to choose a password, providing a
means of authenticating authorized users.

Safe mail attachment handling. The Mail application built into Mac OS X is designed
to handle attachments with extreme caution. It does not run scripts, execute code, or
open applications automatically. If you attempt to open an attachment that contains
scripts or application code, an appropriate warning is issued and must be acknowl-
edged before the program will proceed.





Physical security

Security begins with your hardware. To
protect your system from theft, all Apple
computers have internal slots for inserting
Kensington locks. In addition, the Power
Mac G5 enclosure has a locking mechanism
built into the side panel latch, keeping
valuable internal components safe from
theft or tampering.

Privacy controls

Many junk mailers use HTML-based messages
to track your email address. When your mail
application downloads an image from an
HTML message, it tells the sender that your
address is valid and ready to receive more
junk mail. To protect the privacy of your
inbox, you can change your Mail settings
to inhibit the display of images in HTML
messages—while leaving you the option to
load images for individual mail messages.
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Modern Security Architecture

Mac OS X security services are built on the Common Data Security Architecture (CDSA),
with support for cryptography, certificate management, trust policy management, and
key recovery. This layered security infrastructure makes it easy for Apple and Mac OS X
developers to integrate leading-edge security features, such as authentication and
encryption, into their applications.

Applications

Safari, Keychain Access, Mail, Disk Utility

File Signing APls | _Keychain APls | Authorization APIs|  L3vered Securty
Certificate APIs | secure Transport (S5L)
Common Security Services Manager (CSSM)
i Certificate Library Add-in Modules
R | oatasoro Lovary
Trust Policy

Easy Management Using System Preferences

Mac OS X consolidates all your security settings in one convenient, intuitive interface.
The Security preferences pane makes it easy to activate FileVault, require a password
to wake the computer or unlock secure system preferences, and set login and logout
preferences.

@eeon Security
| & |
FileVault

- FileVault secures your home folder by encrypting its contents. It automatically
19 @ = encrypts and decrypts your files while you're using them.

P WARNING: Your files will be encrypted using your login password. If you forget your
login password and you don’t know the master password, your data will be lost.

A master password is set for this computer. (

This is a "safety net” password. It lets you unlock any
FileVault account on this computer.

Change... )

FileVault protection is on for this account.
Turning off FileVault may take a while.

(" Turn Off FileVault... )

E Require password to wake this computer from sleep or screen saver
For all accounts on this computer:

"] Disable automatic login

"l Require password to unlock each secure system preference

[l Log out after 60 minutes of inactivity

E Use secure virtual memory

)
[é Click the lock to prevent further changes. @

FileVault secures your entire home folder by encrypting its contents.





Support for multiple users

Mac OS X makes it easy and secure for
multiple users to use a single computer,
whether at home or in workgroups or labs.
Each user can have a unique user name,
password, keychain, and home directory,
while UNIX-based access controls prevent
unauthorized users from accessing another
user’s private data.

For added control, the administrator can
authorize individuals to access specified
resources, while restricting others from these
privileges. Authorizations include permission
to change what appears in the Dock, modify
system preferences, change passwords,

burn CDs or DVDs, install software, launch
applications, and access printers.

Biometric devices

Mac OS X supports emerging biometrics-
based authentication technologies, such as
thumbprint readers. Password-protected
websites and applications can now be
accessed without having to remember a
long list of passwords. Some biometric
devices allow you to authenticate simply
by placing your finger on the pad. Unlike

a password, your fingerprint can never be
forgotten or stolen. Fingerprint identity
products provide personal authentication
and network access, as well as more robust
public key infrastructure (PKI) transactions,
personal digital certificates, and virtual
private networks.
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Strong Authentication

Authentication is the process of verifying the identity of a local or network user.

Mac OS X supports local and network-based authentication to ensure that only users
with valid authentication credentials can access the computer’s data, applications,
and network services. Passwords can be required at login, to wake the system from
sleep or a screen saver, to install applications, or to change system settings. In addi-
tion, Mac OS X supports emerging authentication methods, such as smart cards and
biometric readers (for example, thumbprint readers) from third-party developers.

Authentication Methods

Pluggable Offline
Authentication authentication
Module (PAM) - -
oy ¥
S

—=
e e

Smart cards

Local single S
sign-on n

Local single sign-on. Mac OS X enables you to sign on only once, obtaining your
single sign-on credentials from the keychain for local authentication or from directory
services for network authentication. This means you can use the same user name and
password combination for all privileges.

Smart cards. USB smart card readers enable you to carry your digital certificates with
you. This robust, two-factor authentication mechanism complies with the Department
of Defense Common Access Card and Java Card 2.1 standards. Similar to an ATM card

and PIN code, two-factor authentication relies on something you have and something
you know. If your smart card is lost or stolen, it cannot be used unless your PIN is also
known.

Pluggable Authentication Modules (PAMs). The Mac OS X security architecture
supports Pluggable Authentication Modules, enabling all PAM-based UNIX
applications to access its authentication mechanisms.

Offline authentication. By securely caching network-based credentials, Mac OS X
allows you to authenticate offline. This means you can disconnect your notebook
computer from your office network and work offline—at home or on the road—using
the same user name and password.





How tight is AES encryption?

128-bit AES encryption uses on the order of
1021 times more keys than its predecessor,
the Digital Encryption Standard, or DES,
which used 56-bit keys, or 7.2 x 1016 keys.

In the late 1990s, specialized “DES Cracker”
machines were built that could recover a
DES encryption key after a few hours. Let's
imagine a phenomenal machine that could
crack a DES key in a second, rather than

a few hours. It would take that mythical
machine approximately 149 thousand billion
(149 trillion) years to crack a 128-bit AES key.
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Open Directory. Mac OS X supports Open Directory 2, the latest version of Apple’s
standards-based directory services architecture, for storing password enforcement
policies and authentication credentials in a robust, central repository. By assigning
parameters to the passwords, such as password length, types of characters needed,
and expiration time, administrators can require users to pick more secure passwords.

Kerberos. Open Directory integrates MIT's open source Kerberos Key Distribution
Center (KDCQ) for secure access to network resources. This robust directory-based
authentication mechanism enables single sign-on to all authorized systems and
services. Instead of authenticating to each service individually, you type in your
password only once at login to prove your identity to the Kerberos authentication
authority, or KDC. In response, the KDC issues strongly encrypted electronic “tickets,”
which are used to assure all participating applications and services that you have
been authenticated securely. Kerberized applications and services include Safari, SSH,
SMB, Mail, Telnet, VPN Client, and the AFP (Apple Filing Protocol) client.

Active Directory. Mac OS X allows users to participate on Windows-managed networks,
with a single home directory on either a Mac or a Windows-based computer. Network
administrators can set one authentication policy for all users, Mac and Windows,
permitting Mac OS X users to log in and authenticate to Microsoft’s proprietary Active
Directory—without any specific changes to accommodate Mac OS X users.

NTLMv2. Mac OS X supports Microsoft’s NTLM version 2 authentication protocol for
increased compatibility.

Confidentiality of Data

Mac OS X protects the confidentiality of your data, whether it is stored in your home
directory, traveling across the Internet, or shared locally on your network.

FileVault

FileVault keeps your documents secure even if your computer is lost or stolen, by
storing them in encrypted form in your home directory— preventing unauthorized
users, applications, or utilities from reading them. With FileVault enabled, all the infor-
mation in your home directory is always encrypted. By logging in and authenticating,
you provide the key to access your encrypted documents. Documents are decrypted
on the fly as you open them and re-encrypted as you save them to disk.

FileVault encrypts files with the robust Advanced Encryption Standard (AES), the

same cryptography technology recommended by the federal government to secure
sensitive documents. AES uses a 128-bit key length, which means there are 3.4 x 1038
possible keys for FileVault. In addition, AES relies on a symmetric key cryptographic
algorithm that turns the data into cipher text using a four-step transformation process.
It performs this transformation 10 times. The result of each pass serves as the origin

of the next pass, yielding an encrypted block of data with no known successful
method of attack.





A master password must be created for this computer to provide

] or i safety net for accounts with FileVault protection,
The master pasuwend can be used by the sdminatracss of this computer b2 usleck
il t 3 de s precest
frsget these lagin paswweed
Master Password:
Verify:
Hint:
Choote & password that 15 Gifticull 10 guess, yet Based on Someting Impanan 16
ves 55 that you mever lorgat it. Elick the Help butten for mars informatien about
chonsing & gecd pasawerd.
@ ( Cancel ) (oRe

Master password

For extra security and control, a master
password can unlock your FileVault-protected
home directory in case you forget or lose
your password. This computerwide password
is particularly useful for system administrators
who need to keep company data accessible,
even if employees forget their password

or leave the company. (If the user login
password and the master password are both
forgotten, the files will be lost forever.)

Store more in your keychain
In addition to passwords, keychains can be
used to store notes and other confidential

information, such as ATM and credit card PINs.

You can even create multiple keychains to
store passwords for different purposes—for
example, one for work and one for online
shopping—or copy your keychain from one
computer to another.
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Encrypted disk images

The Disk Utility tool included in Mac OS X enables you to create encrypted disk
images—using the same 128-bit AES encryption as FileVault—so you can safely
email valuable documents, files, and folders to friends and colleagues, save the
encrypted disk image to CD or DVD, or store it on the local system or a network
file server. A disk image is a file that appears as a volume on your hard drive; it
can be copied, moved, or opened. When the disk image is encrypted, any files
or folders placed in it are encrypted automatically.

0e e Disk Utility =)
] 5 |
a [&l =
? — i Save As: My Encrypted StuFﬂ 8 e
Burn New Image Conver Log
Where: ' [ Desktop H:—i
=4 149.1 GB 5T3160023
SMac0s X size: [ 500MB 3] Ind click Repair Disk.
] - s Mac 05 X installed,
Encryption: | AES-128 (recommended) =)
Format: read/write disk image ) thanging anything.
disc (CD or DVD), then
CCreme )
Verify Disk Permissions Verify Disk
Repair Disk Permissions Repair Disk

Create encrypted disk images using 128-bit AES encryption.

To see the contents of the disk image, including the metadata, such as file name,
date, size, or any other properties, a user must enter your chosen password or have
a keychain with the correct password. The file is decrypted in real time, only as the
application needs it. For example, if you open a QuickTime movie from an encrypted
disk image, Mac OS X decrypts only the portion of the movie currently playing.

Keychain for storing passwords

With a greatly improved interface, the Mac OS X keychain provides a convenient,
secure repository for your various user names and passwords. While it’s a good
security practice to use a unique password for each resource, most users find it
impossible to remember so many passwords. With the keychain, it has never been
easier to be secure. Use a single login password to unlock your keychain and
authenticate automatically to file servers, FTP servers, websites, your .Mac account,
email accounts, encrypted files, and other password-protected resources. There’s no
need to type in—or even remember—the user name and password for each resource.
You can choose which items to store in your keychain or require specific applications
to request authentication, even if your keychain contains the necessary information.





Secure Empty Trash
Each time you securely empty the Trash, Mac
OS X uses a seven-step algorithm to prevent
the data from ever being recovered:

+ Overwrite file with a single character

+ Overwrite file with zeroes

- Overwrite file with a single character

« Overwrite file with random characters

« Overwrite file with zeroes

+ Overwrite file with a single character

+ Overwrite file with random characters
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(SESNG) Keychain Access
l.'{n Click to lock the login keychain. Q| )
~ Keychains i i
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- () Kind: Web form password
& System @ Account: tiger_user
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[ Centificates @ signin.ebay.com (tiger_user) Web form password Today, 11:0€ login
El My Certificates @ slashdot.org (tiger) Web form password Today, 11:05 login
T Keys @ www.amazon.com (tiger_user@example.com] Web form password Today, 11:0€ login
Secure Notes @ www.latimes.com (tiger@example.com) Web form password  Today, 11:07 login
@ www. h.com (ti le.com) Web form password Today, 11:0 login
@ www.nytimes.com (tiger_user) Web form password  8/4/05 4:43 login
@ www.washingtonpost.com (tiger_user) Web form password  8/4/05 4:45 login
s vevame ) @ 5 s y
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The keychain securely stores user names and passwords.

All of the password data in the keychain is protected using the Triple Digital Encryption
Standard (3DES). For added protection, Mac OS X locks your keychain when you log
out. You can also set Mac OS X to lock your keychain when the system sleeps or after

a specified time of inactivity, and you can lock your keychain manually at any time. If
you store your home directory on a network server, your keychain remains safe. This

is because all keychain information is decrypted only on the local client system as
applications request it; it is never transmitted over the network.

You can synchronize the keychains on all of your Mac systems with iSync. Using more
than one Mac has never been so easy and secure.

Permanent file deletion

Mac OS X includes a Secure Empty Trash command that removes all traces of deleted
files from your hard drive, preventing them from being recovered by unauthorized
users. In most cases, when a file is deleted from a personal computer, the file’s name
and location are removed from the disk’s directory. However, the file itself remains
intact until the space it occupies on the hard drive is needed to store another file.

To safeguard against accidental erasures, several commercial utilities enable you to
search for and recover these “deleted” files—presenting a security risk if the deleted
file is recovered by unauthorized users. The Secure Empty Trash command removes
all traces of your deleted files from your hard drive. Secure Empty Trash uses a rigorous
protocol that follows the U.S. Department of Defense standard for the sanitization of
magnetic media.

Encrypted virtual memory

Virtual memory is used like random-access memory (RAM) to store temporarily needed
information on your disk drive for quick retrieval. This virtual or “swap” memory area
can contain important, confidential information. With Mac OS X, you can encrypt this
area of memory so that it remains protected and not visible to others. This optional
setting is available in the Security pane of System Preferences.
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Obtaining a digital certificate

Before you can start sending digitally signed
messages, you must obtain a digital certifi-
cate that identifies you and copy it to the
keychain. Certificates can be obtained from
your system administrator, public Certificate
Authorities (CAs), or special CAs within your
organization.

ann Certificate Assistant
Options

‘What would you lie to do?

@ Create a certificate for yoursed

O Create a Certificate Authority (CA)

) Use your CA to create a certificate for someone else
T Request a certificate from an existing CA

T View and evaluate certificates

[ Colack ) (_ Comtinue )

Certificate Assistant

Certificate Assistant is an easy-to-use
utility that helps you request, issue, and
manage certificates. It contains all of the
functionality to create, manage, and issue
certificates to a small group of friends or

a small office. Certificate Assistant includes
many features of a commercial Certificate
Authority with none of the cost. The certifi-
cates created by Certificate Assistant can
be used to send encrypted email, log in to
protected websites, or participate in secure
chat sessions with iChat.

Technology in Mac OS X that can use
digital certificates

Safari

Keychain

VPN Client

Mail

Apache

iChat

Certificate Assistant

Login window with a smart card
Address Book

Access control lists (ACLs)
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Secure Network Communications

For secure communications over the web and email, Mac OS X integrates robust
security standards into its Safari web browser and Mail application, including Secure
Sockets Layer (SSL) and support for digital certificates. In addition, Mail supports a
choice of local and network-based authentication methods.

Secure Internet communications with SSL and TLS

Mac OS X includes SSL versions 2 and 3, today’s most common transport mechanism,
as well as Transport Layer Security (TLS), the next-generation security standard for

the Internet. Safari and other Internet applications automatically start these transport
layer mechanisms to provide a secure, encrypted channel between two systems and to
protect the information in the channel from eavesdroppers. For maximum protection,
Safari and Mail support 40- and 128-bit SSL encryption.

Private browsing

The Safari web browser in Mac OS X saves the contents of web pages you open in

a cache so that it's faster to visit them again. With the optional Private Browsing
feature, the history and cached information about your surfing habits are not stored
or recorded. This provides a way to keep your surfing habits private and not recover-
able at a later time.

Digital certificates

The use of digital certificates enables Mac OS X to support secure communications.
Similar to showing a driver’s license, digital certificates enable these important security
services:

Authentication. Digital certificates guarantee the identity of the author or “signer.”

Data integrity. Digital certificates ensure that messages have not been changed or
altered, whether accidentally or maliciously.

Encryption. Digital certificates can encrypt messages to help protect confidential or
private information.

Nonrepudiation. Digital certificates enable the recipient to verify the identity of the
signer in connection with a particular message, similar to a witnessed signature on a
paper document.

A digital certificate is composed of a public key and a private key, along with other
information about you and the Certificate Authority (CA) that issued the certificate. To
send encrypted messages, the keychain of the sender must contain a digital certificate
for the recipient; this enables Mac OS X to use the recipient’s public key for encryption.
When the encrypted message is received, the recipient’s private key is used to decrypt
the message. Every time you send digitally signed email, your certificate and your
public key are included with the message, allowing recipients to send you encrypted
messages in reply.

For secure web transactions, the Safari web browser in Mac OS X uses X.509 digital
certificates to validate users and hosts, as well as to encrypt the communication on the
Internet. An example is online banking. Your bank is issued an identifying certificate
from a well-known CA. This allows your browser to check the validity of the certificate
being presented and set up the secure session with SSL encryption, to verify the site's
identity and that your communication with the website in encrypted to help prevent
interception of personal or confidential data. Easy to deploy and highly scalable, digital
certificates are implemented systemwide and shared among multiple applications.
With support for the X.509 standard, Mac OS X provides a full application programming
interface (API) that enables developers to leverage system-level certificate support.
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Configuring 802.1X clients

Mac OS X makes it easy to set up
authenticated users on wireless networks.
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For quick access to secure websites and email messages, you can add digital certificates
to your keychain. Whenever you receive a certificate, on the web or over email, you

can import the certificate into your keychain for later use. If a certificate’s authenticity
cannot be verified, you will be presented with a warning before it is added to your
keychain.

Networking Security Standards

Whether communications are taking place over wired or wireless networks, Mac OS X
provides secure access to network resources and protection against unauthorized use.
Using highly secure networking protocols that are based on open standards, such as
OpenSSL and OpenSSH, Mac OS X ensures data security while traversing local area net-
works as well as the Internet. In addition, virtual private networking (VPN) uses Layer

2 Tunneling Protocol (L2TP) or Point-to-Point Tunneling Protocol (PPTP) to support
secure communications to your work or home network.

Secure Mac OS

VPN Internet

IPFW
Built-in Firewall

PPTR, L2TP

i s B T D - L]

Wireless
1})) 802.1X
(TLS, TTLS, LEAR, PEAP)

Secure authentication with 802.1X

The 802.1X standard enhances security by requiring users to authenticate before
connecting to a wired or wireless network. 802.1X ties the Extensible Authentication
Protocol (EAP) to both wired and wireless networks with support for multiple
authentication methods: Lightweight Extensible Authentication Protocol (LEAP),
Protected Extensible Authentication Protocol (PEAP), Transport Layer Security (TLS),
and Tunneled Transport Layer Security (TTLS).

The 802.1X solution in Mac OS X is extremely easy to deploy, even for large numbers

of network users. Client configurations can be exported as an Internet Connect file

and distributed over email, on a secure website, or using other out-of-band methods.
When the user opens the file, all necessary settings are imported into Internet Connect,
so the client is configured instantly for secure wireless communications.

Secure Shell (SSH)

For secure command-line access to remote systems, Mac OS X uses SSH in place of
clear-text Telnet sessions. SSH encrypts remote command-line data, such as passwords,
to help eliminate eavesdropping and other network-level intrusions.





SecurelD

RSA offers several types of SecurelD
hardware tokens, including one that
can be attached to a keychain so it's
always handy.
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Virtual private network (VPN)

Mac OS X Tiger includes a universal VPN client with RSA SecurelD support built into
Internet Connect, so you have everything you need to establish a secure connection.
The VPN client supports L2TP over IPSec and PPTP, which make Apple’s VPN client
compatible with most VPN servers, including those from Microsoft and Cisco. You

can also use digital certificates and RSA SecurelD hardware tokens for authentication
in conjunction with the VPN client. SecurelD tokens provide a pseudo-randomly
generated passcode number that must be entered along with the VPN password—a
great option for those who require extremely robust security. In addition, the L2TP VP
client can be authenticated using credentials from a Kerberos server. In either case,
you can save the settings for each VPN server you routinely use as a “location,” so you
can reconnect without having to reconfigure your system each time.

Apple’s L2TP VPN client can connect you to protected networks automatically by
using its “VPN on demand” feature. VPN on demand can detect when you want

to access a network that is protected by a VPN server and automatically start the
connection process for you. This means that your security is increased because VPN
connections can be closed when not in use, and you can work more efficiently.

Personal firewall

By monitoring incoming network traffic, Mac OS X can act as a firewall to protect
your home network from unauthorized access. The integrated firewall is based on
IPFW, a FreeBSD technology that protects the most mission-critical UNIX computers
on the Internet. Personal firewall settings are defined in the Sharing preference pane,
with simple checkboxes to enable or disable monitoring of services. In addition, the
personal firewall can be customized for communications such as Internet Relay Chat
(IRC), games, or other user-definable services.

For increased protection, advanced firewall features are available through easy-to-
configure checkboxes. Stealth mode hides your Mac on the Internet by dropping
unsolicited communication packets, making it appear as though no Mac is present.
UDP packets can be blocked, restricting network traffic to TCP packets only for
open ports. The firewall also supports logging, an important tool for checking on
unwanted activity.

0680 Sharing

4 ®  You can use these advanced firewall settings to further refine the
security of your computer.

# Block UDP Traffic

Prevents UDP communications from accessing resources on your computer.

¥ Enable Firewall Logging

Provides information about firewall activity, such as @
blocked sources, blocked destinations, and blocked E TR
attempts.
Fl #Enable Stealth Mode
C Ensures that any uninvited traffic receives no response — not even an
acknowledgement that your computer exists.
@ ( Cancel ) o)
- g
Personal Web Sharin,
= 0
_ Remote Login - S5H

FTP Access
Apple Remote Desktop
Remote Apple Events

i
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d Click the lock to prevent further changes.

Set up a personal firewall to protect your home network.
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For More Information

For more information on security in

Mac OS X, visit www.apple.com/security.

For more information about Mac OS X,
visit www.apple.com/macosx.
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Open Source Software

Apple built the foundation of Mac OS X and many of its integrated services with open
source software—such as FreeBSD, Apache, and Kerberos, among many others—that
has been made secure through years of public scrutiny by developers and security
experts around the world. Strong security is a benefit of open source software because
anyone can freely inspect the source code, identify theoretical vulnerabilities, and take
steps to strengthen the software. Apple actively participates with the open source
community by routinely releasing updates of Mac OS X that are subject to indepen-
dent developers’ ongoing review—and by incorporating improvements. An open
source software development approach provides the transparency necessary to ensure
that Mac OS X is truly secure.

This open approach starkly contrasts with the closed, single-vendor review model,
which has a long and well-documented history of exploited vulnerabilities. Instead of
depending on private examinations performed by closed source vendors, Mac OS X
users can comfortably rely on the ongoing public examination by large numbers of
security experts, which is made possible by Apple’s open approach to software devel-
opment. The result is an operating system that is inherently more secure.

Rapid Response

Apple works with the incident response community, including the Forum of Incident
Response and Security Teams (FIRST) and the FreeBSD Security team, to proactively
identify and quickly correct operating system vulnerabilities. In addition, Apple coop-
erates closely with organizations such as the Computer Emergency Response Team
Coordination Center (CERT/CC), so security notifications are distributed to their security
constituents at the same time they are sent to Apple customers.

Up-to-date security-related information is posted to the Apple website and distributed
to mailing list members via digitally signed email. Mac OS X also includes Software
Update, a mechanism that automatically notifies you when security patches are
available. These updates are digitally signed, so you can be sure they're coming from

a trusted source when you install them. For additional protection, Apple does not
disclose, discuss, or confirm security issues until a full investigation has occurred and
any necessary updates are available.

Mac OS X: Power of UNIX, Simplicity of Macintosh

Security features in Mac OS X provide solutions for securing data at all levels—from
the operating system to applications to networks such as the Internet. Whether you
are connected to a wired network or are wireless and on the go, your Mac is secure
right out of the box. In addition, Mac OS X Tiger offers more than 200 innovative new
features, including Spotlight, a desktop search technology that instantly finds anything
on your computer; Automator, for easily automating complex or repetitive tasks; and
Dashboard, which provides desktop accessories that instantly appear on your screen
with the touch of a key.

© 2005 Apple Computer, Inc. All rights reserved. Apple, the Apple logo, Keychain, Mac, Macintosh, Mac OS, Power Mac, and
QuickTime are trademarks of Apple Computer, Inc,, registered in the U.S. and other countries. FileVault, iChat, Safari, Spotlight,

and Tiger are trademarks of Apple Computer, Inc. .Mac is a service mark of Apple Computer, Inc. Java is a trademark or registered
trademark of Sun Microsystems, Inc. in the U.S. and other countries. Other product and company names mentioned herein may
be trademarks of their respective companies. Product specifications are subject to change without notice. This material is provided
for information purposes only; Apple assumes no liability related to its use. September 2005  L309259A
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Q1 08 was a tough quarter
for Mac OS X customers in
terms of necessary
security fixes.

This paper is a compilation of vulnerability data for client operating systems for
the first 3 month, January through March, of 2008. Vulnerabilities and fixes for
the following products are discussed:

Microsoft Windows Vista

Microsoft Windows XP SP2

Red Hat Enterprise Linux Desktop (v. 5 client)
Red Hat Enterprise Linux WS (V. 4)

Ubuntu 6.06 LTS Desktop

Apple Mac OS X 10.5 (Leopard)

Apple Mac OS X 10.4 (Tiger)

For January through March of 2008, Mac OS X users experienced the highest
number of vulnerabilities as well as the highest number of High severity
vulnerabilities while Windows Vista users experienced the fewest and the
fewest High severity vulnerabilities.

Q1 2008 Client OS Vulnerabilities
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Introduction

This short paper is a compilation of vulnerability data for client operating systems for the first 3 month,
January through March, of 2008.

Vulnerabilities for the following products are discussed:
e  Microsoft Windows Vista
e Microsoft Windows XP SP2
e Red Hat Enterprise Linux Desktop (v. 5 client)
e Red Hat Enterprise Linux WS (V. 4)
e Ubuntu 6.06 LTS Desktop
e Apple Mac OS X 10.5 (Leopard)
e Apple Mac OS X 10.4 (Tiger)

Note that | will not be counting every vulnerability that affects the hundreds of optional application
components that ship with the Linux distributions. Instead, for both Red Hat and the Ubuntu products, |
intall using the desktop installation defaults (which excludes most of the optional packages) and
additionally

e excluding “Office” packages (e.g. OpenOffice, Evolution, Thunderbird), since Microsoft Office is
not included with the Windows client operating systems

e excluding “Graphics” packages (e.g. Gimp, ImageMagick), since Microsoft Expression products
are not included with Windows client operating systems

Note that this process means that Apache, MySQL and all of those optional “server” components are not
installed either. After installation, | use the appropriate package management tool (ie, rpm or dpkg) to
list out the actual packages installed and use that to filter on affected components.
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Vulnerabilities from January — March (Q1) 2008

Windows Vista

During the first three months of 2008, Microsoft released a total of 6 Security Bulletins in two different
patch events that addressed 9 vulnerabilities in Windows Vista. The following figure charts the 14
weeks in Q1 08 and shows the patch events. The height of the bar is the number of vulnerabilities
addressed.

Q1 2008 Patch Events
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H Windows Vista

The vulnerabilities were severity rated as follows by Microsoft:
e  Critical — 6 vulnerabilties
e Important — 3 vulnerabilities

All 9 vulnerabilities were rated High in the NVD'.

! The National Vulnerability Database (NVD) entries are assigned vulnerabilities by the National Institute
of Standards (NIST) using Common Vulnerability Scoring System Version 2 (CVSSv2).
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Windows XP SP2

During the first three months of 2008, Microsoft released a total of 8 Security Bulletins in two different
patch events that addressed 12 vulnerabilities in Windows XP. The following figure charts the 14 weeks
in Q1 08 and shows the patch events. The height of the bar is the number of vulnerabilities addressed.
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B \Windows XP

The vulnerabilities were severity rated as follows by Microsoft:

Critical = 7 vulnerabilties

Important — 3 vulnerabilities

Moderate — 2 vulnerability

Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated:

High — 11 vulnerabilities

Medium — 1 vulnerability
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Red Hat Enterprise Linux Desktop (v. 5 client)

Please note that the vulnerabilities reported in this section do not include any vulnerabilities affecting
non-default or other optional components. See Appendix C for a details.

During the first three months of 2008, Red Hat released a total of 19 Security Advisories in 12 different
patch events that addressed 60 vulnerabilities in the desktop components of RHELD5. The following
figure charts the 14 weeks in Q1 08 and shows the patch events. The height of the bar is the number of
vulnerabilities addressed.

Q1 2008 Patch Events
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The vulnerabilities were severity rated as follows by Red Hat:
e (Critical — 10 vulnerabilties
e Important — 12 vulnerabilities
e Moderate — 26 vulnerabilities
e Low — 12 vulnerabilities
Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated:
o High — 13 vulnerabilities
e Medium — 42 vulnerabilities

e Low — 5 vulnerabilities
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Red Hat Enterprise Linux WS (v. 4)

Please note that the vulnerabilities reported in this section do not include any vulnerabilities affecting
non-default or other optional components. See Appendix C for a details.

During the first three months of 2008, Red Hat released a total of 18 Security Advisories in 14 different
patch events that addressed 75 vulnerabilities in the desktop components of RHELAWS. The following
figure charts the 14 weeks in Q1 08 and shows the patch events. The height of the bar is the number of
vulnerabilities addressed.
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The vulnerabilities were severity rated as follows by Red Hat:
e (Critical — 10 vulnerabilties
e Important — 9 vulnerabilities
e Moderate — 29 vulnerabilities
e Low — 7 vulnerabilities
Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated:
o High — 14 vulnerabilities
e Medium — 58 vulnerabilities

e Low — 3 vulnerabilities
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Ubuntu 6.06 LTS

Please note that the vulnerabilities reported in this section do not include any vulnerabilities affecting
non-default or other optional components. See Appendix C for a details.

During the first three months of 2008, Ubuntu released a total of 15 Security Notices in 13 different
patch events that addressed 54 vulnerabilities in the desktop components of Ubuntu 6.06 LTS. The
following figure charts the 14 weeks in Q1 08 and shows the patch events. The height of the bar is the
number of vulnerabilities addressed.
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Ubuntu does not provide a severity rating for their vulnerabilities.
Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated:
e High — 17 vulnerabilities
e Medium — 34 vulnerabilities

e Low — 2 vulnerabilities
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Mac OS X 10.5 (Leopard)

During the first three months of 2008, Apple released a total of 6 Security Updates in 5 different patch
events that addressed 83 vulnerabilities in Mac OS X 10.5 (Leopard). The following figure charts the 14
weeks in Q1 08 and shows the patch events. The height of the bar is the number of vulnerabilities
addressed.
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Apple does not provide a severity rating for their vulnerabilities.

Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated:
e High — 28 vulnerabilities
e Medium — 48 vulnerabilities

e Low — 7 vulnerabilities
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Mac OS X 10.4 (Tiger)

During the first three months of 2008, Apple released a total of 5 Security Updates in 5 patch events that
addressed 81 vulnerabilities in Mac OS X 10.4 (Tiger). The following figure charts the 14 weeks in Q1 08
and shows the patch events. The height of the bar is the number of vulnerabilities addressed.
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Apple does not provide a severity rating for their vulnerabilities.

Using the CVSSv2 ratings from the NVD, the vulnerabilities were rated:
e High — 25 vulnerabilities
e Medium - 54 vulnerabilities

e Low — 2 vulnerabilities
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Windows Vista vs Windows XP SP2

In my Windows Vista One Year Vulnerability Report, | found that the first year of Windows Vista had an

improved security vulnerability profile over its predecessor, Windows XP, in its first year.

Windows XP has been in use for over six years now and in 2004, Microsoft released Windows XP SP2, a
service pack focused on delivering some interim security improvements. Windows Vista delivers further
improvements on that foundation, including things like ASLR and the ability for many more users to run
as standard user (rather than admin), but clearly Windows XP SP2 presents a higher bar for

improvement than the original (pre-SDL) release of Windows XP.

Windows Vista

9 6

2

Windows XP SP2

12 8

2

While both products had the same number of patch events (2) with Microsoft’s monthly cycle, Windows

XP SP2 users were affected by 33% more? Security Bulletins and vulnerabilities

vulnerabilities using the NVD ratings, we get the following:

. Charting the

14

12

10 -+

Windows XP

B High ®Medium ™ Low

Windows Vista

> Windows XP SP2 had 33% more Security Bulletins and vulnerabilities than Windows Vista. Expressed
relative to Windows XP SP2 instead, one could say that Windows Vista had 25% fewer Security Bulletins

and vulnerabilities.
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Breaking it down in more detail:
e 4 vulnerabilities impacted Windows XP SP2 but did not affect Windows Vista
e 1 vulnerability impacted Windows Vista that did not Windows XP SP2

e 1 vulnerability impacting both was less severe on Windows Vista (Important) than on Windows
XP SP2 (Critical)

One other area that | was interested in examining was the impact of UAC. (NOTE: For a great discussion
of UAC potential security value, read Crispin Cowan’s UAC: Desert Topping, or Floor Wax?)

As I've discussed previously on my blog, | see the value of UAC as a mechanism that enables user to
reasonable operate as non-admin. | adopted Windows Vista quickly on my home computer in order to
leverage UAC. My wife, my daughter and | run full time in standard accounts. They don’t know an
admin password and have to get me to do admin stuff for them , which | do from a completely different
admin account. Should my mind be more at ease knowing my family is running as standard users?

| examined each of the eight vulnerabilities that were common to Windows Vista and Windows XP SP2
in Q1 2008. 5 out of 8 (62.5%), if successfully exploited, would grant rights as the logged on users. At
the least, this means successful attackers will have to do some more work to gain elevated privileges.

My daughter is additionally limited in the web sites she can visit because of Parental Controls, so that
would be an additional measure of protection. I've summarized what | think are the 3 key scenarios in
this table:

System / User Scenario ‘ Impact / Mitigation

Windows XP SP2 users If lured to specially crafted web page,

(typically running as admin) attacker gains admin

Windows Vista non-admin If lured to specially crafted web page,

. attacker does not gain admin
(my wife)

Windows Vista non-admin + Parental | Can’t browse to web pages not on a pre-
controls approved list, even if
redirected/embedded

(my daughter)

So in summary for Windows Vista and Windows XP SP2, | found that of the 12 vulnerabilities impacting
Windows XP SP2 over 67% of them have some sort of greater mitigation for Windows Vista users:

e 3 vulnerabilites (25%) did not affect Windows Vista at all

e An additional 5 vulnerabilities (42%) would have lesser severity against standard users on
Windows Vista. Any children protected under Parental Controls would have even further
protection.

© Copyright 2007, Jeffrey R. Jones, All rights reserved.



http://blogs.msdn.com/crispincowan/archive/2008/04/28/uac-desert-topping-or-floor-wax.aspx

http://blogs.technet.com/security/archive/2007/02/12/the-value-of-uac-in-windows-vista.aspx



Summary

Having reviewed each client OS, let’s now chart all of them together for a combined view. First, let’s
look at the summary data in a table:

Client OS Vulnerabilities Security Patch Events
fixed Advisories

Windows Vista 9 6 2

Windows XP 12 8 2

Red Hat RHELD 5 60 19 12

(reduced)

Red Hat RHEL WS 4 75 18 14

(reduced)

Ubuntu 6.06 LTS 54 15 13

(reduced)

Mac OS X 10.5 Leopard | 83 6 5

Mac OS X 10.4 Tiger 81 5 5

Examining the table, we can see that the Linux distribution users had Patch Events with more frequency
than either Mac OS X or Windows Users, but Q1 08 was a tough quarter for Mac OS X customers, in the
raw number of security vulnerabilities.

To get an idea of how the vulnerabilities break down in terms of severity, | have charted the
vulnerability severities in the following figure.
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Finally, to get a more granular view of just the High severity vulnerabilities addressed by the vendors in
Q1, I've created a chart without the Medium and Low severity vulnerabilities.

Q1 2008 Client OS Vulnerabilities - High Sev Only
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Users of Mac OS X 10.5 (Leopard) fared the worst for the first 3 months of the year, experiencing triple
the number of High severity vulnerabilities of Windows Vista users (double the number of High severity
vulnerabilities as the latest Red Hat desktop client).
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Appendix A: Interpreting the Data

| think it worth spending a moment to discuss what this document covers, why it might be useful to
some people and, perhaps most importantly, what it does not say.

If it was possible to measure “security” in one metric, it would have to encompass a complex
combination of factors including (but not limited to) the software quality, administrative controls,
physical controls, and much more — and even then, it would all be in the context of whatever security
policy was defined for the systems in question.

So, this is not an analysis of “the security” of these operating systems. | don’t look at protective
mechanisms and see how they might protect in certain scenarios, or mitigate risk. Nor do | look at
security features and see how they might enable better privacy or help secure business process. And |
certainly don’t look at how easy it is to manage the security policy for these products.

Is there anything in this analysis which will prove one piece of software is “more secure” than another?
No, not really.

This report is a vulnerability analysis, which may provide some elements that could be part of a broader
security analysis. | fundamentally believe that security and non-security features need to be built upon
a foundation of good engineering and solid security quality if they are to perform as we expect and not

be misused to the detriment of security.

So, how are the metrics relevant then? Acknowledging that one factor can’t measure the absolute
“security”, we can still look at individual factors that contribute to improving security or making it easier
to manage risk. Ask yourself:

All other things being equal, is it easier to mediate risk on a system that has 10 vulnerabilities in a year
or one that has 100 vulnerabilities in a year? Which has a more negative impact on your security team
and risk management process — deploying 10 security updates per year or deploying 100 security
updates per year?

Note that individual metrics can even be mutually exclusive. For example, vendor policy could mandate
a single security update per year which would definitely decrease the number of patches to deploy.
However, that same policy would almost certainly mean that the exposure time for publicized issues
would increase.

My own context for vulnerability analysis is to measure against the goal of reducing customer risk. To
me, all other things being equal, fewer vulnerabilities make it easier to manage risk. All other things
being equal, fewer patches mean more time to spend on other security projects to reduce risk.

© Copyright 2007, Jeffrey R. Jones, All rights reserved.





Appendix B: Data Sources

The analysis in this report uses a set of data that has been compiled, customized and cross-checked
using several sources of data available on the Internet:

Microsoft Security Bulletins as published at
http://www.microsoft.com/technet/security/current.aspx and associated web pages

Red Hat Security Advisories as published at https://rhn.redhat.com/errata and associated web
pages.

Ubuntu Security Notices as published at http://www.ubuntu.com/usn and associated web
pages.
The National Vulnerability Database (NVD), a database superset of the Mitre CVE list

(http://cve.mitre.org). The NVD is also sponsored by the US Department of Homeland Security
and makes their data downloadable in an XML format at http://nvd.nist.gov/download.cfm.

Many security websites were utilized for detailed verification and validation of vulnerability
details, and especially dates for when the issue was first discussed publicly. Some of the most
commonly utilized were: www.securityfocus.com, the Bugtrag mailing list, www.secunia.com,
and www.securitytracker.com, but there were many others.

Leveraging these and many other sources, | compiled a database of vulnerabilities for the products
analyzed.

Note that in this report, “disclosure” is used to mean broad and public disclosure and not any sort of
private disclosure or disclosure to a limited number of people.
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Appendix C: Linux Distribution Installation Details

It has been frequently asserted that comparing Windows to Linux distributions is like comparing “apples
to oranges”, due to the fact that a Linux distro has many optional stack application components not
available in Windows. For example, RHELD 5 ships with Apache, MySQL and many other “server”
applications. However, it is also worth noting that Linux distro vendors typically design their desktop
software installer to exclude those components from the default installation and a typical desktop user
would not have them installed.

To account for that and enable a more “apples to apples” comparison, for both Red Hat and the Ubuntu
products, | intall using the desktop installation defaults (which excludes most of the optional packages)
and additionally

e excluded “Office” packages (e.g. OpenOffice, Evolution, Thunderbird), since Microsoft Office is
not included with the Windows client operating systems

e excluded “Graphics” packages (e.g. Gimp, ImageMagick), since Microsoft Expression products
are not included with Windows client operating systems

Note that this process means that Apache, MySQL and all of those optional “server” components are not
installed either. After installation, | use the appropriate package management tool (ie, rpm or dpkg) to
list out the actual packages installed and use that to filter on affected components and don’t count
vulnerabilities in any of the components that aren’t installed.

| would like to note that Windows Vista and Windows XP have different components too. Windows
Vista Ultimate includes Media Center for example, which was not in Windows XP Professional. Similarly,
both Windows XP and Windows Vista ship with version of Internet Information Server (lIS) and if those
components have vulnerabilities | will count them against Windows, even though | don’t count Apache
issues against the Linux distributions.

No two OSes or even versions of the same OS will ever be completely “apples to apples”. However, that
does not have to mean that the systems can not be compared. Whichever OS is chosen, | believe most
people will install the default set of components and use that. If vulnerabilities are in those
components, they will be exposed and need to take mitigating action.
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Appendix D: Frequently Asked Questions

My experience with previous analyses and reports of this type shows that new readers frequently have
some questions that | answer in blog comments or via email. | thought | would get in front of those a bit
and include some of the questions | anticipate and answer them in the report itself.

Q: You work for Microsoft, so why should we believe anything you say?
The other variation on this is “would you have still published if the results for bad for Microsoft?”

People may be surprised to learn that | always like it when | get this question. The real answer is that |
was not really worried about getting bad results. A better question might be why | was confident
enough in the results to initiate the project.

Think about it — Microsoft has been investing heavily in security improvements for products for about 6
years now. The commitment to security is real — | made myself as sure of that as | could before | joined
the company. Others may believe that or not, but I've been here for five years and observed the
executive commitment and hard work first hand. I’'ve had the pleasure of working with some great
security people like Mike Howard and David Cross. | was here as the team grew and we attracted great
industry experts like James Whittaker and more recently, Vinny Gullotto.

Because of that, | can say what | always say. Be skeptical! Assume I’'m “spinning” things if you wish and
try to go find out for yourself. That is ultimately my goal — to get people to actively question and dig into
why the results turn out the way they do. All of my sources are identified in Appendix B: Data Sources,
so anyone can work to duplicate the analysis in this report. | am happy to discuss findings with them.

Q: Linux distros contain many more optional applications than Windows — that is Apples and Oranges
- how can any comparison be valid?

Actually, Windows Vista and Windows XP have different components too. Windows Vista Ultimate
includes Media Center for example, which was not in Windows XP Professional. From a user
perspective, | think it is Apples and Apples. Whichever OS is chosen, | believe most people will install the
default set of components and use that. If vulnerabilities are in those components, they will be exposed
and need to take mitigating action.

| did, however, try to even the playing field as much as possible by excluding optional Linux-distro
components and excluding even some default components for which there is no obvious counterpart —
see Appendix C for details. In contrast, on the Windows analysis, | included any component that shipped
with the product. | think the comparison is valid for anyone considering the use of one or the other.

Q: What about (so called) “silent fixes”? Past analyses have been criticized saying that you don’t
count issues that Microsoft finds internally and “silently” fixes, so comparisons are invalid.

This is an interesting line of thinking to me. It is true that | don’t know if any vendors’ product updates
address more security issues than is documented. There’s no way to know things that haven’t been
discussed publicly.

For example, | have no idea how many security vulnerabilities were found by the Apple Quality
Assurance team during the release of Leopard and were simply fixed. Further, | don’t know how many
“bugs” were found and fixed without anyone, even on their team, knowing their might have been
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security implications if it had not been found. This is equally true for Linux distributions. | don’t know
how many “bugs” fixed during the development process for rhel4 Update 5 might have had a security
implication.

In terms of enumerating vulnerabilities though, there are specific examples that | can point to that
indicate that silent fixes sometimes happen. Take CVE-2007-5959, for example. It is a single
vulnerability identifier, but the description says “multiple unspecified vulnerabilities”. | would count
that only a single time in my analyses though, since there is only a single CVE identifier. Similarly, CVE-
2004-1057, says that “multiple drivers in Linux kernel” do not properly mark memory and enable a
denial of service. | would only count this as a single issue in any analysis, though technically there are an
additional number of vulnerabilities silently fixed. These products are getting the “benefit” of the issues
that are not detailed in any analysis.

On the other hand, | can say that in Microsoft security updates, the MSRC policy is to document any
internally found vulnerabilities that change the risk assessment or severity of an externally found
vulnerability, or ones where the mitigations and workarounds listed don’t apply. So, by counting the
issues that get publicly disclosed for products I’'m using an identifiable set of vulnerabilities that have an
increased risk for customers.

More generally, if a theoretical “silent fix” (in any product) actually is easily rediscoverable and is proven
to be so for any vendor’s product, then it will join the publicly disclosed set of vulnerabilities in due
course and can be measured as well.

Ultimately, | see the so-called “silent fixes” criticism to be a bit of a Red Herring that distracts readers
from the core results of the analysis of publicly disclosed vulnerabilities.

Q: Why did you not include Days-of-Risk (DoR) information?

I’'m one of the people who do think Days-of-Risk (DoR) is a valuable metric at measuring a combination
of factors that go into vendor response to publicly disclosed vulnerabilities — such as testing,
responsiveness and so on.

| will be completing a separate analysis and report covering Days-of-Risk for vendors, so stay tuned to
http://blogs.technet.com/security for analysis if you are interested.
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